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Generally Available May 13, 2022

IBM z/OS Change Tracker

As IBM continues to provide a suite of robust tools to help system programmers manage z/OS, IBM has added
a new priced feature to z/OS V2.5, IBM z/OS Change Tracker. This feature is a comprehensive configuration
change management tool for tracking, controlling, and managing software changes intended for the z/OS
systems programmer.

The GA of IBM z/0S Change Tracker after the GA of z/0OS V2.5 might mean that your z/OS V2.5 ServerPac does not include
it. If you want to use IBM z/0S Change Tracker and you have not received it with your z/OS V2.5 ServerPac, the easiest
method is to order a z/OS V2.5 CBPDO, indicating on Shopz that you wish to be entitled to IBM z/0OS Change Tracker. The
installation of the IBM z/0OS Change Tracker FMIDs are straightforward.

(You can easily check your z/OS V2.5 ServerPac to see if it has been installed by seeing if SMP/E FMID HCYG100 is
installed.)

Links: GA Announcement , IBM z/OS Change Tracker Content Solution (including newly added FAQs!)



https://www.ibm.com/downloads/cas/US-ENUS222-015-CA/name/US-ENUS222-015-CA.PDF
https://www.ibm.com/support/z-content-solutions/zos-change-tracker/

Agenda

* QOverview of IBM z/OS Change Tracker
* Monitoring and protecting
 Recovery

 Audit

 Snapshots

« Setting up IBM z/OS Change Tracker

Includes planned future deliverables

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only



IBM z/0OS Change Tracker

What challenges is the customer facing?

» Customers have no auditable tracking mechanism to know when changes are made to critical z/OS system, ISV
software or application libraries, putting them at risk for application failures, or in worst case, a system outage.

» System changes can be performed by authorized users, intentionally or not, at any time and may or may not be
logged.

Who are the primary stakeholders?

» z/OS System Programmer — “| need to have a consistent way to monitor who’s making changes to libraries, and
when, in case we have a problem, | also need to provide a means for backout for all the products I’'m managing’

* Risk and Compliance — “I need to provide the auditors with proof that we’re only allowing authorized users to
change critical libraries in our environments, and that any changes are tracked”

How does the solution solve the problem?

» Real-time, system-wide change tracking and control for systems libraries
* Member-level recovery of real-time changes
 Fingerprinted members provide integrity verification for changes

i

* Addresses regulations and
industry standards such as
Sarbanes-Oxley, COBIT, ISO
and ITIL

* Provides regulatory compliance
by automatically creating
member backups when
protected libraries are updated

* Changes at the member level
are recorded for auditing
purposes




Why IBM z/OS Change Tracker?

To create a more secured z/OS and resilient IT environment

To bring an automated process and transparency to system
software change control and management (z/OS, IMS, Db2,
CICS and vendors’ software) in SYSPLEX environments

To reduce the costs and complexities of meeting auditing and
compliance requirements by providing a process and a control
structure

To improve quality and reliability by quickly ascertaining what
has changed in software environments, and to reduce system
or application outages

To create an environment that promotes software integrity,
added security, and reliability




Top uses of IBM z/OS Change Tracker

Change tracking and control for systems libraries
Member-level recovery of real-time changes

On-line documentation of changed members at the time of
edit/save

Exclusive member-level ownership, and source library
management

Detect system-wide changes for z/OS and USS environments

Local or remote compare of software environments (z/OS and
USS)

Regularly validate DR software with the production software

Rollback capabilities to undo the effect of
unplanned/undesired changes

Provide auditable evidence for compliance
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IBM z/OS Change Tracker Key Features

Automatic, real-time monitoring of change activities

z/OS Change Tracker is a change management tool » Limits library changes to select user groups

for tracking, .Contro.lllng, and managing char)ges - Establishes base versions for protected library members
In S.qftware, lntendlng to enhance the secgrlty, and automatically generates member versions as users
resiliency, and compliance of z/OS operating introduce changes

environments.
Detection and recording of key elements of changes:
 Who made the change?

What was changed? (Compares multiple environments
for configuration and/or content changes)

How was the change made? (With what utility?)

When was the change made?

Why was the change made? (Enforces change
documentation)

Automated member-level backup for protected resources

Member-level recoverability with a view of previous member
versions and their changes



IBM z/0S Change Tracker core functions

Comprehensive software configuration management (SCM) tool for tracking, controlling, and
managing changes in software

Security; .
Integrity PrOteCtlon Re cove ry Resilience

IBM z/OS

Change Tracker

Compare software
across z/OS
environments

Control

Fingerprint/
Tokenization

10



Fundamental capabilities:
The IBM z/0S Change Tracker Started Task (STC)

STC
SYSA Audit
REPORT

SYSPLEX Control/Data
STC Files
SYSB

A

VIEW, COMPARE
or RECOVER

Versions

14



£/OSMF ultiple Sysplex configuration

Planned Vision

Enterprise Monitored

e = =
Configuration Protection Graphical
Sysplex LPAR
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B syspiexa B AL N CYGSTC1 CYGSTC2
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CYG.CONTROL A$USO1
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Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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Multiple Sysplex configuration

z/OSMF
Planned Vision

Enterprise Monitored Compare
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Configuration Protection Graphical
Sysplex LPAR
Events by File Events by User
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Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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Protect critical system libraries

« PROTECT your critical system libraries to achieve auditability, version control, and
exclusive component ownership.

* LOCK=YES or NO

* INITIAL=YES or NO t_:
|
Q
-
//JOB1 S
L
PROTECT=(DSN=SYS1.PARMLIB, n;
LOCK=YES, >
(o]
INITIALY, S Change History
COPIES=30) 2
N

/1*
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Fingerprint your software environment

The powerful z/OS Change Tracker fingerprint technology establishes “content” reference
tokens for files

A token represents the content of a file: PS or DA files, members of a PDS or PDS/E, files
in USS, or zFS paths

Tokens are stored in the z/OS Change Tracker Control File, or optionally to an external file

Prior to change, snapshot your software environments of any size and configuration to
establish the reference tokens

Use the z/OS Change Tracker MODS identification function to automatically identify and
report on the changed components

Tokens
//JOB

PATTERN=DEV.LIBRARY.*

4
(7

SHOW=LIST * Source FINGERPRINT

TOKEN=(LIST) * Load
//*  JCL

o
-
S
=
Q
()]
<
8
(@)
(7,
N
N
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z/OS Change Tracker high-level compare

(local/remote)

» High-level compare of two libraries, two groups of libraries, two DASD
volumes, or two groups of DASD volumes (local or remote)

* Missing data sets
* Member-level report: SAME, DIFF, MATCH, MISMATCH and MODS

High-level Compare

DIFFERENCE A
DIFFERENCE B

19



Monitoring and protecting



Monitoring and
protecting

s Ie
w

Alice

Mid-level System
Programmer

Alice is responsible for
running the mainframe
IT environment,
including installing,
configuring, and
maintaining z/OS
systems in test and
production.

Pain Point

* | need to know my A1 and A2 systems in
Sysplex A are monitoring and protecting
the same critical resources.

| want to see what has changed in two
collections of data sets, between Sysplex
A and Sysplex B. (Something might have
deployed incorrectly or become

corrupted.)
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Monitoring and
protecting

24/7 Real-time monitoring
« Automatic backups whenever
a monitored PDS member is As an IBM Change Tracker for zOS administrator:

changed
- Optional e-mail notification * | can see, at a glance, that A1 and A2 are in
sync for monitoring and taking automatic
backups of my critical configuration data sets.

Protect critical libraries

* Locked members cannot be It was easy to see the differences in data set
changed without permission collections between two different sysplexes in
granted by administrator a snap.

Member-level management

« Administrator can
grant/revoke update access of
members to specific users

« PDS and PDSE member-level
management

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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BM z/0S Change Tracker
No data sets protected

IBM =/05 Change Tracker

Version

Wed

CYGPARM
Current User
LINKLIB {APF}

Print Utility

UEE Token File HLQ
USS target dir
Options Settinags
Panel Haticonal Lang
Email file data set
Protection List

DEN

Control File

Data File H
Archive Contrel File:
Archive Data File
Files Access Lewvel

Opened successfully

Humbkers reset in
OBJECT=: 9
Opened successfully
Opened successfully
=/ 08 Change Tracker
RC-frem-ADD:
RC-froem-ADD:

RC-from-ADD:
RC-froem-ADD:

Q0000000
OOOOODO0
OOOOOD00

CYG4141 =705 Change Tracker

Protection
Legend:

Dsname

2022708710 12:17:46

iz being

IGGPREQO_EXIT
IGG_STOW_START
IFG_OPEN_START
IFG_CLOSE_START

has been

List
A{Alert) N{Notify/CSAVE) L{Lock) I{Initial) V{Newver) Q{Quick})

2.5.003

CPU:6AZ28-8562 =/08 VZRS5 COEZ2

Ev51 . PARMLIB. E¥SEPLEXE{CYGPARME)
CYGETC is an Administrater
ZOSCHTRK . ¥250 . 8CYGLNK

VYPEPRINT

CYGUSS
fapcld/tzoschtrk250/usr/f lpp/cyg
MASSCOPY

ENU

CYGV250 . CONFIG. EMAILCNF

Te be built

CYGV250.
CYGV250.
CYGVZ250 . REPO.
CYGVZ250 . REPO.
FULL ACCESS

REPO.
REPO.

CONTROL

DATA
ARCHIVYE . CONTROL
ARCHIVE.DATA

CYGV250 . REPO. CONTROL

REC ©:
CHECKOUTs: ©

CYGV250 . REPO. ARCHIVE . CONTROL

CYGV250 . REPO.DATA

initialized

CYGMLPG

CYGMLPST
CYGMLPOP
CYGMLPCL

BOCYE130
84D4B478
86ABD618
B47488nA8

LOADPT
LOADPT
LOADPT
LOADPT

initiali=zed

is Refreshed: 2022/08/10 12:17:55

Vol Stat ATTRIBUTES Member

Checker

RACF



Legend:

Dsname

CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.

Protection

INETALL
. JCL
.LINKLIB
.MAC
.PANELZS
. PARMLIB
. PDESE

List

i=z= Refreshed:

BM z/0S Change Tracker
Protection added to key data sets

2022708710 12:17:5%

EUS01
EsUsS02
EsUS01
EsUsS02
E$US01
E$US01
EfUS01
EfUS02
EfUS01

aoaoaoaon

ATTRIBUT

E=s
I

[ S S A S

A{Alert) N{Notifu/CSAVE) L{Lock) I{Initial) VYi{MNewver) Q{Quick})

Member

Checker
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BM z/0S Change Tracker
Protecting a resource using ISPF

COEZ IBM =/05 Change Tracker - {(Yer 2.5.003)

Option === 1

Options et processing options and rewview the PARM=
Administration Manage the protected resocurces

Audit Audit change actiwities in protected resources
Recowver Browse, edit and recowver backups

Dizaster Recowvery Tokeniz=e and compare PROD and DR environments
Utilities Perform utility functions

Bplit Session ID: 1
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BM z/0S Change Tracker

’rotecting a resource

Check 0Out

Check In

Protect a Resocurce
Modify Protection

FRemowve Protection

Backup

Delete or Archive Backups
Checked Out Reszources
Show Archive Reports
Show Logs

Recover Archiwved Backups
Prepare Tokens

Identify MODE

using ISPF

members
checked out

Grant ocownership of a =et of
Check in members previously
Proetect a PDE or PDSE
Change the LOCK =s=tatus of a resocurce
Femowve protection from a resource
Backup members of a protected resource
Delete or archiwve member backups
Display checked ocut members

Show archived backup=s or actions

Show logged Adminizstrator actiwvities
Recowver an archiwved membker backup
Reference Tokens to identify HMODES

MODS since Reference Tokens generated

Administration




BM z/0S Change Tracker
Protecting a resource using ISPF

COEZ
Command ===3

Cataloged or uncataloged data =set
1 1. Cataloged

2. Uncataloged




BM z/0S Change Tracker
Protecting a resource using ISPF

Protect (2 of 3)

Speciftfic DEM or Dsname Lewvel
CTAYLOR.DEY . DEMO . SOURCE




BM z/0S Change Tracker
Protecting a resource using ISPF

COEZ2 Protect {3 of 3)
Command ===

Protection Options:
Enter "/ to select ocption Locking
CS5AYVE HMNWotify at Eddit 1 1. Hone
2. Lock

Email Alert NOME

Processing Options:
Comment . . Add additiconal Demc Data Set
Job Mame PROTECT

Backup Options:
Backups Keep backups
pd 1. Suppress initial wversions 1 1. Max copies 30
2. Generate initial wersions 2. Max dauys 0O
3. Hone 3. Alwaus

¥ Data 5t MHame Prompt
CTAYLOR.DEVY.DEMO. 30URCE




BM z/0S Change Tracker
Protecting a resource using ISPF

PGH=CYGOGMAIN, REGIOMN=0HM SKEL CYGPEO

Ff % The default CYGPARME member will be used. Tailor and uncomment
f% the following statement if a different one is= required.
fFFECYGPARM DD DISP=SHR,DSNHN=2_ parm_dsn{CYGPARMS )
FFSTEPLIB DIEP=EHH,DEN=EDEGHTRK.UEEG.EEVGLNK
FFSYIPRINT SYS0OUT =%
FASYBSUDUMP SYS0OUT =%
FFCYGIN b 4
LOGCOMMENT ="Add Additional Demc Data Eet’
PROTECT={NOTIFY=HN,

EMAIL=HONE,

LOCK=HM,

INITIAL=Y,

DEN=CTAYLOR.DEY.DEHMO. SOURECE,

COPIES=30,

DAYS=0)

L
/
/
/
/
/




BM z/0S Change Tracker
Protecting a resource using ISPF

Protection List is= Refreshed: 2022/708/11 02:01:38
Legend: A{Alert)}) NH{NHoctify/CSAVE) L{Lock)}) I{Initial) Y{Never) Q{Quick}

ATTRIBUTES Member Checker RACF
. EsUuso1 - - - -

.IMSTALL EsUsS02
. JCL EsUuso1
.LINEKLIB EsUsS0o2
. MAaC EfUus0o1
.PANELS EfUus0o1
.PARMLIB EfUus0o1

[ L [ [ Em o )

CTAYLOR. . =20URCE EfUS02
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IBM z/05 Change Tracker

IEM z/OS Change Tracker SYSPLEXB-5CB1 Monitored Compare Enterprise History

z/OSMF Planned
Vision

Monitored Resources

I
Quickly see where IBM z/0S
Change Tracker STC is

Refreshed Mon Aug 15 2022 05:48

running in this sysplex. o

[[] DataSet Volume Attributes Checkout Count Actions
[] CYG.PLUGIN B$USO2 = -
[[] DYLANF.CLIST BSUSO1 B = -
[] DYLANFJCL BSUSOT 2
[] DYLANF.REXX B$USO1 = }
[[] EARLECJCL B$USO1 & : -
[[] EARLEC.JCL2 BSUSO2 B % i
[[] EARLEC.TESTDATA B$US02 ] : = . .

Quick view icons for:

= ]

[[] ROBH.CNTL2 B$USO1 o 5 Locll<e.d ‘

* Notification
ltems per page: 10 1-8 of 8 items ¢ Initialize a baCkUp version 1~ of1page 1 k

* Quick mode: do not save
PDS member content
e Alert

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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IEM z/0S Change Tracker

Monitored List

Add a Dataset

Data Set

Attributes

[] Lock [] motify  [] Quick Mode

Backup Settings

. Archival Policy
Enable Initial el

Cancel

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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IBM z/0S Change Tracker

IEM z/OS Change Tracker SYSP d Monitored His

monitored [

B I’OWSe RE’SO U I’C@S z/OSMF Planned
Vision

A 1 dataset: CTAYLOR.DEWV.DEMO.INSTALL @

1 item selected

B Member Data Set VV:MM User Checked out Date Created Last Changed Actions
[] CYGARC CTAYLOR.DEV.DEMO.INSTALL 48:13 2022/10/20 2022/10/20
CYGCHECK CTAYLOR.DEV.DEMO.INSTALL 1:11 2022/10/20 2022/10/20
[] CcYGCOPY CTAYLOR.DEV.DEMO.INSTALL 1:22 2022/10/20 2022/10/20 LR
Audit
[] cyGcoeyz2 CTAYLOR.DEV.DEMO.INSTALL 1:22 2022/10/20 2022/10/20
Edit
CYGCSAVE CTAYLOR.DEV.DEMO.INSTALL 1:23 2022/10/20 2022/10/20
]
[] CYGCSAVM CTAYLOR.DEV.DEMO.INSTALL 47:4 2022/10/20 2022/10/20
[] CYGCSAVI CTAYLOR.DEV.DEMO.INSTALL 47:5 2022/10/20 2022/10/20
[] CYGDROP1 CTAYLOR.DEV.DEMO.INSTALL 26:7 2022/10/20 2022/10/20
YGDROP2 DEV. A0. A =0 2022/10/20 S10/20
CYGDROP2 CTAYLOR.DEV.DEMO.INSTALL 13:9 2022/10/20 2022/10/20

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 34
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CTAYLOR.DEV.DEMO.INSTALL(CYGCHECK) ¢ #

e TR T -
fAEJUDlLasD JUD

[ /%% Licensed Materials - Property of Teracloud S.A.
f/f*% 5650-Z05 © Copyright Teracloud S.4. 2021

Proprietary Statement

CTAYLOR.DEV.DEMO.INSTALL(CYGCHECK)

————————— R S

f/**% B1]1 Rights Reserwved.

FEE R R R R R R R R R R R e R R R R R R

xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxx

CYGCSAVE

CYGCSAVM

CYGCS5AV1

CYGDROP1

CYGDROP2

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only

PROTECTED

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

hts - Use, duplication or

chedule Contract with I

AND IDENTIFIEE:

CONTRCL FILE

1:23

474

475

IBM z/0S Change Tracker

z/OSMF Planned
Vision

Date Created

2022/10/20

202210420

2022/10/20

2022/10/20

2022/10/20

2022/10/20

2022710420

2022/10/20

2022/10/20

Last Changed
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2022/10/20

2022/10/20

2022/10/20

2022/10/20

2022/10/20

1 dataset: CTAYLOR.DEWV.DEMOUINSTALL @

Check out —



IBM z/0S Change Tracker
Editing a member in a protected data set

COEZ2Z EDIT CTAYLOR.DEY . DEMO . SOURCE Fow 0000001 of 0000006

Command === Scroll === CsR
Mame Prompt Sizme Created Changed ID

E SYCUCOPY 237 2016/11/709 18:41:10 IBMUSER
SYCuUucCpu 348 2016711709 18:41:10 IBMUSER
SYCUDIR 237 2016711709 18:41:10 IBMUSER
SYCUDR 237 2016/ F09 18:41:10 IBMUSER
SYCUFBYEB 237 £ F09 18:41:10 IBMUSER
SYCUPARM 237 £ F09 18:41:10 IBMUSER
EXEnNn dXx

11
I
11




IBM z/0S Change Tracker
Editing a protected member

COEZ2 CTaAaYLOR.DEY.DEMO . SOURCE{SYCUCOPY) - 01.01 Column=s 00001 00030

Command ===} Scroll === GC5R
AR R K R KR K R K K R R KK R KRR R KRR KRR Top of Data 5k K K K K K K K K K K K K K KK K KK K K K KK KK K

O] Inserted Line 1

0OROR2 Inserted Line 2

000003 Inserted Line 3

GO0004 SRR KR KR SR K R ISR K I R R R I R R IR R R I R R I R R R I R R R IR R K R K R I K K K K K

0EO005 Copuright of PRISTIHNE S5oftware *

0OO006 licensed material -- S8¥Y3change *

OO0 TY A A K K K O K K K R K K K K K O K K K R R R K K K K KK K E K KRR R KKK K K EE K E KR EE KKK E KX ¥ E K

OooO08

OO0O0a9

00OO10

000011

ooo12

00013

00o014

000015

o016 SYCUCOPY CSECT

OO17 ISYCUCOPY AMODE ANY AMODE=31 ADDRESSABILITY

000018 COPY COPYRITE

Goo019 SAavE (14,12, T, '&SYSDATE &SYSTIME SYCUCOPY!'

OOOO20 USING SYCUCOPY,R12

DOOO21 LR F12,RE15 pogm addessability

0OO022 LA RO, DYHNLEN dynamic memory Llen

000023 GETHAIN R, LV={0) get the dynamic memory

0OOO24 ST R1,.8{(,.R13) set forward save ptr

{SYCUCOPY ) m a i n t e n an c e 1 o g

S SRR E SR ERERESEEEREES SR LRSS R R R R

FUNCTIOHN: copies from a YB reproed file inte another one
A A K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K KK K K K K K K K K K K K K K KK KK KK KK KK KK KK KKK
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IBM z/0S Change Tracker
Editing a protected member




IBM z/0S Change -
Editing a member

Dsname

CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.

2022/08/711 02:11:

INSTALL
. JCL
.LINKLIB
.MAC
.PANELS
.PARMLIB
.PDSE

. B0URCE

54 SYCUCOPY UPD CTAYLOR

E$USO1
E$USO?2
EsUSO1
E$USO2
E$USO1
E$USO1
E$USO1
E$US02
E$USO?2
EsUSO1

COE?2

racker
n a protected data set

ATTRIBUT

i i T o R I o o Y o o
N

IKJEFTO1

Checker

CTAYLOR.DEY.DEMO. S0URCE




IBM z/0S Change Tracker
Editing a member in a locked protected data set

Protection List is Refreshed: 2022/08/11 02:01:38
Legend: Af{Alert) HN{Notify/CSAVE) L{Lock) I{Initial) ¥Y{HNever) Q{Quick)

Yol S5tat ATTRIBUTES Member Checker RACF
. EsUuso1l - - - I
. IMSTALL EsUS02 C -
. JCL EsUsS0o1
.LINKLIB EsUsSo?
HAC EsUs0o1
.PANELS EfUsS01
.PARMLIB EsUusSo1
. PDSE EsUuso?2
. S0URCE EfUS02
EfUsS01

o

Oaaaaaan
bt bl el bl el b el e el




IBM z/0S Change -
Editing a member

CTAYLOR.

CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.

. INSTALL
. JCL
.LINKLIB
. MAC

. PANELS
. PARMLIB
. PDSE

. BO0URCE

racker
n a locked protected data set

E$US01
E4USO?2
E$US01
E$USO2
E$US01
E$US01
E$US01
EUSH2
EUSO?2



IBM z/0S Change -
Editing a member

This is a locked
EDIT/fBROWSE in
Thi=z is a locked
EDIT/BROWSE in

CYGB803W
CYGE801W
CYGB803W

CYGBBO1W
E X

resource and
progress.,
resource and you
progress.,

racker

n a locked protected data set

may
and
may
and

you
Document

Document

not change any

=AVE your

not change any

SAVE your

changes

changes

members.

using CSAVE.

members.

using CS5AVE.




IBM z/0S Change
Editing a member
protected data set

This iz=s= a locked
EDIT/BROKWSE in
This i= a locked
EDIT/BROWSE in

CYG383803W
CY¥G88011W
CYGB8803W

CYG8801W
KK

resource and you
progress.
resource and you
progress.

racker
n a locked

mawy
and
may
and

Document

Document

* This message also is written to the syslog, if configured
e STCPRINTOFF in CYGPARMS will stop messages being issued to syslog

noet change any

SAVE your

not change any

=S2AVE your

changes

changes

members.

using CS5AVE.

members.

using CSHEAVE.




IBM z/0S Change Tracker
Add members to protected data set

COEZ T
Command

CTAYLOR .

CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.

. INSTALL
. JGL
.LINKLIB
. HAC

. PANELS
.PARMLIB
. PDEE

. B0URCE

of 9

Volume

EsUSO1
ESUS02
ESUSO1
ESUSO2
ESUSO1
EsUSO1
EsUSO1
ESUS02
ESUSO?2




IBM z/0S Change Tracker
Add members to protected data set

CTAayYLOR.DEVY.DEMO. JCL Fow 0000001 of 0000006
Command Scroll === CER
Prompt i Changed ID
201 o0 :34:52 IBHUSER
201 o0 :35:14 IBMUSER
201 o035 :33 IBMUSER

CMPUCOPY 1
F1
1
2016/1 00:35:55 IBMUSER
F1
/1

CHMPUCPL
CMPUDIR
CMPUDE
CMPUFBYB
CHPUPARH
EEXEndxx

201 00 :36:22 IBMUSER
201

W0 W0 w0

00:36:51 IBMUSER




IBM z/0S Change Tracker
Add members to protected data set

COEZ COPY Entry Panel
Command ===}

CURRENT from data set: "CTAYLOR.DEVYV.DEMO.JCL{CMPUCOPY )"

Multiple Mowve/Copy actions will be processed.

Toe Library Options:
Project . . . Enter "/ to =m=elect ocption
Sroup . . . . . Feplace like-named members
Type e . ra Process member aliases

Other Data S5et Hame
Mame . . . . DEVY .DEHMO. CHTL

Yolume Serial . . . {If not cataloged)

MEl member name ... {(Blank unless member to be renamed)

Options
Sequential Disposition Pack Option SCLM Setting
b 1. HMod 3 1. ¥Yes=s 3 1. SCLH
2. 01d 2. Ho 2. Hon-ZCLHM

3. Deftault 3. As 1is

Pres=s= ENTER to perform action. Press CAMCEL to cancel action.




IBM z/0S Change Tracker
Add members to protected data set

CYG8803W This i= a locked resource and you may not change any members.
CYG8803W This i= a locked resource and you may not change any members.

CYG8807ld Protected by =058 Change Tracker:
¥ K XK

 CTAYLOR.DEV.DEMO.CNTL is the target data set and is not a locked resource.

* Locked resource refers to source data set, in this case.



BM z/0S Change Tracker
Delete member from protected data set

COEZ2 BROWSE CTAYLOR.DEY .DEHMO. CHNTL Fow 0000001 of 0000004

Command === Screll === CSR
Mame Prompt Size Created Changed ID

D ASMUTL 32 2016711709 00 :34:07 IBMUSER
CHMPUCOPY 2016 f09 00 :34:52 IBMUSER
CHPUCPU 2016 fF09 00 :35:14 IBMUSER
CHMPUDIR 2016 fFG9 00 :35:33 IBMUSER
EEENnd® X

fF11
fF11
f11




IBM z/0OS Change Tracker
Add/delete/rename members in protected data
set

Protection List is Refreshed: 2022/08/11 02:01:38
Legend: A{Alert) N{Notify/CSAVE) L{Lock) I{Initial) V{Never) Q{Quick)

Dsname Member Checker RACF

ATTRIBUTES
CTAYLOR. -

EsUS01

CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.

202270871
202270871
202270871
202270871
202270871

.INETALL
.JCL
.LINKLIB
. MAaC
.PANELS
.PARMLIB
.PDEE
. SOURCE

SYCUCOPY
CHRPUCOPY

CHPUCPU
CHPUDIR
ASMUTL

CTAYLOR
CTAYLOR
CTAYLOR
CTAYLOR
CTAYLOR

E$US02
E$USO1
E$US02
E$USO1
E$US01
E$USO1
E$US02
E$USO?2

aooooaoonn

IKJEFTO1
IKJEFTO1
IKJEFTO1
IKJEFTO1
IKJEFTO1

o o

CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.
CTAYLOR.

. S0URCE
.CNTL
.CNTL
.CNTL
.CNTL

E$US02
E$USO1
E$US01
E$USO1
E$US01




IBM z/0S Change Tracker
Batch updates to protected data set

CTAYLOR.DEMO. JCL{CYGTG&GUPD) - 11.10

QoQoQ
o
=

o
o
o
o
o
o
o
o
o
o

=]
@
20022220

MR P b b e b e b e e )
RPoUd-ONLAUNROW

o0
o0
o0
@

20
e
20
e
|
LN

b R e i e R e S R e e S S R e Top of Data ¥EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEX

e T T T e T T e T

e

'

===»

Columns 00001

Scroll

SFCHRISUPD
.

(). CLASSE=A, MEGCLASS=H,HNOTIFY=&SYSUID

=== »

A K K K K S K K S K R K S R I B D K I I D R I I I R I I I R I I DI R I I DI R I I DI K K I DI K K I DI DK K I DI DK K I DI K K I DK K K K
£OCHS O K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K R K K K K K K K K K K K K K K K R
£ PROCEDURE : CYGTeUPD

P T

£ FUNCTION:

S
£
P 3 4
F- 3 4
S
%

THI= JO0OB UPDATESE THREE PROTECTED RESOURCESE IMW BATCH.

THE INTEWNTIONW IS TO SHOW HOW BATCH UPDATEESE OF

PROTECTED RESOURCES ARE RECORDED BY THE =TC.

P EXXPECTED COND CODE: 0000
£ ACTIVITY: TESTED OWM FEB 16, 2022

P E

b
K
K
b
b
K
b 3
b
b
K
b
b

£ WK R K K K K K K K K K K K DK R K K K K K K K K K K K K DK K K K K K K K K K K K K K D K K K K K K DK K K K K K DK DK DK K K K K K DK K K K K

FETEP1
SFEYEPRINT
FIN

SOUT
FEYSIN

-

FSTEPZ2
SYSPRINT
I

ouT
FEYSIN

b

Fl

FSTEPZ

FEYSPRINT

FEYSIN
DELETE
DELETE

P

PGM=IEBCOPY

SYS0UT =%

DISP=5HR, DSN=CTAYLOR. JCL.CHNTL

DISP=5SHR, DSESN=CTAY¥LOR.DEY.DEHMO
E

COoOPY INWNDD=IN.OUTDD=0UT
SELECT MEMBER={{ALLOC, .R}}

PGM=IEBCOPY

SYSO0OUT =%

DISP=5SHR, DSN=CTAYLOR

DISP=5HR, DSN=CTAYLOR
-

COoOPY INWNDD=IN.,OUTDD=0U0UT
SELECT MEMBER={{ALLOC, ,R)})

PGHM=IDCAME, REGION=0HM
SEYS0UT =%
k3
CTAYLOR.DEY . DEMO.CHNTL{CHMPUCPU)
CTAYLOR.DEY .DEMO.CNHNTL{CHMPUDIR)

PROTECTED

PROTECTED

Qo8 0
CSR




IBM z/0S Change Tracker
Batch updates to protected data set

2022/08/11
2022/08/11
2022/08/11
2022/08/11
2022/08/12
2022/08/12
2022/08/12
2022/08/12
2022/08/12
2022/08/12

SYCUCOPRY UPD
CMPUCOPY ADD

CMPUCPU
CMPUDIR
ASMUTL
ALLOC
ADRDIZB
ALLOC
CMPUCPU
CMPUDIR

ADD
ADD
DEL
ADD
UPD
ADD
DEL
DEL

CTAYLOR
CTAYLOR
CTAYLOR
GTAYLOR
CTAYLOR
CTAYLOR
CHRISUR
CHRISUP
CHRISUP
CHRISUP

IKJEFTO1
IKJEFTO1
IKJEFTO1
IKJEFTO1
IKJEFTO1
IKJEFTO1
IEBCORY
IEBCOPY
IDCAMS
IDCAMS

CTAYLOR,
CTAYLOR.
CTAYLOR,
CTAYLOR,
CTAYLOR.
CTAYLOR,
CTAYLOR.
CTAYLOR,
CTAYLOR,
CTAYLOR.

. 30URCE
.CNTL
.CNTL
.CNTL
.CNTL

.MAC
.CNTL
.CNTL

E$UE02
E5US01
E$US01
ESUS01
E$US01

E$US01
E5US01
E$US01
ESUS01
E$US01




IBM z/0OS Change Tracker
Check out process for locked

protected data sets

* The Check out process allows the Administrator to assign access to a user or group for a protected and
locked resource.

* This is usually performed on the member level or on a list of members.

* Comments can also be added to explain the reason for the Check out.



IBM z/0S Change Tracker
Batch updates to protected data set

CTAYLOR.DEMO. JCL{CYGTG&GUPD) - 11.10

QoQoQ
o
=

o
o
o
o
o
o
o
o
o
o

=]
@
20022220

MR P b b e b e b e e )
RPoUd-ONLAUNROW

o0
o0
o0
@

20
e
20
e
|
LN

b R e i e R e S R e e S S R e Top of Data ¥EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEX

e T T T e T T e T

e

'

===»

Columns 00001

Scroll

SFCHRISUPD
.

(). CLASSE=A, MEGCLASS=H,HNOTIFY=&SYSUID

=== »

A K K K K S K K S K R K S R I B D K I I D R I I I R I I I R I I DI R I I DI R I I DI K K I DI K K I DI DK K I DI DK K I DI K K I DK K K K
£OCHS O K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K R K K K K K K K K K K K K K K K R
£ PROCEDURE : CYGTeUPD

P T

£ FUNCTION:

S
£
P 3 4
F- 3 4
S
%

THI= JO0OB UPDATESE THREE PROTECTED RESOURCESE IMW BATCH.

THE INTEWNTIONW IS TO SHOW HOW BATCH UPDATEESE OF

PROTECTED RESOURCES ARE RECORDED BY THE =TC.

P EXXPECTED COND CODE: 0000
£ ACTIVITY: TESTED OWM FEB 16, 2022

P E

b
K
K
b
b
K
b 3
b
b
K
b
b

£ WK R K K K K K K K K K K K DK R K K K K K K K K K K K K DK K K K K K K K K K K K K K D K K K K K K DK K K K K K DK DK DK K K K K K DK K K K K

FETEP1
SFEYEPRINT
FIN

SOUT
FEYSIN

-

FSTEPZ2
SYSPRINT
I

ouT
FEYSIN

b

Fl

FSTEPZ

FEYSPRINT

FEYSIN
DELETE
DELETE

P

PGM=IEBCOPY

SYS0UT =%

DISP=5HR, DSN=CTAYLOR. JCL.CHNTL

DISP=5SHR, DSESN=CTAY¥LOR.DEY.DEHMO
E

COoOPY INWNDD=IN.OUTDD=0UT
SELECT MEMBER={{ALLOC, .R}}

PGM=IEBCOPY

SYSO0OUT =%

DISP=5SHR, DSN=CTAYLOR

DISP=5HR, DSN=CTAYLOR
-

COoOPY INWNDD=IN.,OUTDD=0U0UT
SELECT MEMBER={{ALLOC, ,R)})

PGHM=IDCAME, REGION=0HM
SEYS0UT =%
k3
CTAYLOR.DEY . DEMO.CHNTL{CHMPUCPU)
CTAYLOR.DEY .DEMO.CNHNTL{CHMPUDIR)

PROTECTED

PROTECTED

Qo8 0
CSR




IBM zf0S Change Tracker

IEM z/OS Change Tracker SCB1 Monitored

Monitored Resources

z/OSMF Planned
Vision

Refreshed Wed Oct 19 2022 0&:52

1 item selected Remove [ Members = | Cancel
Data Set Volume Attributes Checkout Count Actions
CJENKIN.DEV.DEMO.INSTALL BSUSO1 o = 1

[] CIENKIN.TEST.DEMO.INSTALL BSUSO1 o = -

[] CIENKIN.TEST.DEMO.PANELS BSUSO1 = -

[] CIENKIN.TEST.DEMO.SOURCE BSUSO1 B = =

[] CIENKIN.TEST.PNLENU BSUSO1 = =

CTAYLOR.DEMO.JCL BSUS02 = -

[] DYLANF.CLIST BSUSO1T 8= - Wl

_ Members
[] DYLANF.JCL BSUSO1 & 2
Audit
[] DYLANF.REXX BSUSO1 = -
Remove
|_| CADILES ~T/ombI T o,y LR [ Xoll ll [nfa ] 101 4 H v

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 54



IBM z/0S Change Tracker - X

z/OSMF Planned
Vision
Monitored List

Modify Dataset Parameters

Email Alerts (optional)

EMDAT

Attributes

[] Notify

Backup Settings

Enable Archival Policy Keep for

Copies

Cancel Modify

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only




IBM z/O5 Change Tracker

SYSPLEXB

SCB1 ~ Monitored

Monitored Resources

1 item selected

RO 0 0O 0O 0O 0O o

O O

]

Data Set

CJENKIN.DEV.DEMO.INSTALL

CJENKIN.TEST.DEMO.INSTALL

CJENKIN.TEST.DEMO.PANELS

CJENKIN.TEST.DEMO.SOURCE

CJENKIN.TEST.PNLENU

CTAYLOR.DEMO.JCL

CTAYLOR.DEV.DEMO.INSTALL

DYLANF.CLIST

DYLANF.JCL

Ml A RIE PELSS

Volume

BSUS01

BSUS01

BSUS01

BSUS01

BSUS01

B5US02

BEUS01

BSUS01

BSUS01

Y N TP

History

Attributes

4=

4=

B
|

4=

IBM z{/OS Change Tracker

| Xz

&=

L)

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only

z/OSMF Planned
Vision

Refreshed Wed Oct 19 2022 09:51

Remove [ Members = | Cancel

Checkout Count Actions

ra

56



IBM zf0S Change Tracker

IBM z/OS Change Tracker SYSPLEXE SCB1 e Monitored History

z/OSMF Planned
Vision

monitered /

Browse Resources

1 dataset: CTAYLOR.DEV.DEMO.INSTALL @

1 item selected Checkout = | Cancel
B Member Data Set Vv:MM User Checked out Date Created Last Changed Actions
CYGARC CTAYLOR.DEV.DEMO.INSTALL 45:12 2015/06/18 2022/03/29

[] CYGCHECK CTAYLOR.DEV.DEMOLINSTALL 1:11 2015/06/18 2021/03/04

[] cvccopy CTAYLOR.DEV.DEMOLINSTALL 1:21 2015/06/18 2021/07/15

[ cyccoryz CTAYLOR.DEV.DEMOLINSTALL 1:22 2015/06/18 2021/07/15

[] CYGCSAVE CTAYLOR.DEV.DEMOLINSTALL 1:23 2015/06/18 2021/06/17

[] CYGCsavm CTAYLOR.DEV.DEMO.INSTALL 47:4 2015/06/18 2021/03/04

[ creesav CTAYLOR.DEV.DEMOLINSTALL 47:5 2015/06/18 2021/03/04

[] cYGDROP1 CTAYLOR.DEV.DEMOLINSTALL 26:7 2018/08/08 2020/12/17

[] cCYGDROP2 CTAYLOR.DEV.DEMOLINSTALL 13:9 2017/05/28 2020/12/17

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 57



IBM z/OS Change Tracker - X

z/OSMF Planned
Vision

Check Out Item

CYGARC

Check out to Comment

CTAYLOR C to make chang ARC only

Cancel Check Qut

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only




IBM zf0S Change Tracker

IEM z/OS Change Tracker 1 C Monitored Hi:

Z/OSMF Planned Request for checkout _
. . Request checkout member/s pending.
Vision

Browse Resources 10/15/2022, 10:00:20 AM

monitored [

1 dataset: CTAYLOR.DEV.DEMO.INSTALL @

1 item selected Check out = | Cancel
Member Data Set VV:MM User Checked out Date Created Last Changed Actions
CYGARC CTAYLOR.DEV.DEMO.INSTALL 4812 2015/06/18 2022/03/29
[l CYGCHECK CTAYLOR.DEV.DEMO.INSTALL 1:11 2015/06/18 2021/03/04
[l CYGCOPY CTAYLOR.DEV.DEMO.INSTALL 1:21 2015/06/18 2021/07/15
[l CYGCoPY2 CTAYLOR.DEV.DEMO.INSTALL 1:22 2015/06/18 2021/07/15
[l CYGCSAVE CTAYLOR.DEV.DEMO.INSTALL 1:23 2015/06/18 2021/06/17
[] CYGCSAVM CTAYLOR.DEV.DEMO.INSTALL 474 2015/06/18 2021/03/04
[] CYGCSAV1 CTAYLOR.DEV.DEMO.INSTALL 475 2015/06/18 2021/03/04
[ ] CYGDROP1 CTAYLOR.DEV.DEMO.INSTALL 267 2018/08/08 2020/12/17
[l CYGDROP2 CTAYLOR.DEV.DEMO.INSTALL 13:9 2017/05/28 2020/12/17

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 59



IBM z/OS Change Tracker

Monitored

IBM z/0S Change Tracker

History

maonitored /

Browse Resources

Member

CYGARC

CYGCHECK

CYGCOPY

CYGCOPY2

CYGCSAVE

CYGCSAVM

CYGCSAVT

CYGDROP1

O o o o o o od o o O

CYGDROP2

Data Set

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

User

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only

Checked out

z/OSMF Planned
Vision

Date Created

2015/06/18

rJ
(=]
r4
n
=

(5}
2]

a &

Last Changed

2020/12/17

1 dataset: CTAYLOR.DEV.DEMO.INSTALL @

Show Checkouts i

Actions

60



IBM z/05 Change Tracker

IBM z/OS Change Tracker S X C Monitored History

monitored / members /

Checkout List

z/OSMF Planned
Vision

1 dataset: CTAYLOR.DEV.DEMO.INSTALL @
[] DswN Member Checker Actions
[] CTAYLOR.DEV.DEMO.INSTALL CYGARC CTAYLOR
[] CTAYLOR.DEV.DEMO.INSTALL CYGCOPY CTAYLOR
[] CTAYLOR.DEV.DEMO.INSTALL CYGCSAVE CTAYLOR

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 61



IBM z/0S Change Tracker
Accessing checked out members

COEZ
Command

EDIT
===13%

Name
CYGARC
CYGCHECK
CYGCOPY
CYGCOPY?Z2
CYGCSAVE
CYGCS5AVH
CYGC5AV1
CYGDROP1
CYGDROPZ
CYGDROP3
CYGDYNAM
CYGEMDAT
CYGEMDOC
CYGEMJCL

CTAYLOR.DEVY.DEMO,.INSTALL

Size
K4
37

135
141
259
65
110
48
64
5D
119
a1
186
5B

Prompt

Created
2015706718
2015/06/718
2015706718
2015706718
2015/06/718
2015706718
2015706718
2018/08/08
2017705728
2016709709
2015/06/718
2015706718
2016709709
2015/06/718

Row 0000001 of 0000107
=== LCSR

Scroll

Changed

2021/03/04
2021/03/04
2021/707/15
2021/07/15
2021/06/17
2021/03/04
2021/03/04
2020/12/17
2020712717
2020/12/717
2020/12/17
2020/712/02
2021/09/09
2021/09/09

12:
12:
11
11:
13:
14:
14:
a7
07
o7
a7
08 :
14:
14:

43:
30:
57
58:
27
56
58:
56
42
42 :
49 :
26
36:
36 :

41

05
28
46
22
52
40
08

01
o7
20
32
16
42

ID
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH
ROBH




IBM z/0S Change Tracker
Accessing checked out members

COEZ2 CTaYLOR.DEY . DEHO . INSTALL{CYGCHECK } - 01 .11 Column= 00001 00080
Command === SAVE Screll === GCSER
e e e A g e R e A g R e i i i e e e i i g i e e Top of Data HEHEEEEEEHEEEEEEEEEEEEEEEEEEEEEEE R
AR IJOBCARD JO0OB
Proprietary Statement R EEEEEEE R E KRR EE R K EE KRR E KRR E KRR EE KR EEKEEERER
Licensed Materials - Property of Teracloud S.A. E 4
5650-7205 @ Copyright Teracloud S.A. 2021 E
ALL Rights Reserwed. E 3
b
Us Government Users=s Restricted RFEights - Use, duplication or E
disclosure restricted by GEA ADP Schedule Contract with IBM Corp. ¥
b
End Proprietary Statement R EEEEEEE R EE KR EE KRR E KRR E KRR EE KR EEKEEERE
fFSEARCH ORDER={TGTHLQ.INSTALL})
I3 S S LSS EEEEEEEEEEEEEEEEEEEEEEEEEEEEFEEEEEEEEEEEEE RS RS RS EE S
ARG N G NG I G NG R G DN R G D R B D DR G DG DB G DR BB G DB BB G DR BB G DR BB BC DR BC G DR BB BC DR RCBC BC DR BEDBC B DR DB IS DB N N K
FE F b
P 3 PROCEDURE : CYwGCHECK E -
P O
£ FUMCTIOM: L
P § THIS J0B EXAMIWNES ALL PROTECTED DATA SETE AWND IDENWNTIFIES * ok
£ AMNY STRUCTURAL ERRORS IMW THE Z2/0% CHAMGE TRACKER CONTROL * R
P 3 FILE. IF THE J0B ENWNDE WITH HO ERROR: OR WARKIMGS, THAT 'S E
P § AM THNDICATIOW THAT THE Z//05 CHAWNGE TRACKER CONTROL FILE * ok
FE F IS TN GOOD COMDITIOM. b
P 3 ¥OouUu MAY RUMWM THIS JOB BEFORE ESTARTIWKWG THE Z/7/0% CHAMGE E
£ OO TRACKER STC ONLY OWN ONME OF THE LPARS. E -
FE F b
Ao NOTE: E 4
£ MODIFY Y“YOUR SEARCH LIBRARY AT THE TOP AMND SUBMIT THE JOB. %
P 3 b
P § EXPECTED COND CODE: Q0000 b
F R R k-
I3 S S LSS EEEEEEEEEEEEEEEEEEEEEEEEEEEEFEEEEEEEEEEEEE RS RS RS EE S
FSTEP1 PGHM=CY¥GMAIN, REGION=0M
QOOO33 FIMNCL MEMBEER=CYGIMCL
Qo034 FCYGIM 4
000035 SHOW=PROTECTIONS
QOOO36 VYERIFY=LIZST
QO3 T Fix

00001
QOO0 2
000003
000004
QOO0 %
00006

OORO2ES
Q026
00027
0O0O0Z2B
Qo029
OOO030
0031
QO3 2

E
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/£
£
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/£
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/£
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/£
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IBM z/0S Change Tracker
Accessing checked out members

CYGEBBO2W This protected library has Checked-out members. Only owners may edit.
CYGBBO/W Protected by 2/05 Change Tracker:
CTAYLOR.DEY.DEMO.INSTALL E$US02

MEMBER (CYGCHECK) is NOT saved.




IBM z/0S Change Tracker
Accessing checked out members

COEZ CTAaYLOR.DEY .DEMO . INSTALL{CYGARC) - 48.11 Columns 00001 00030
Command =» SAVE Scroll === CSRKE
MO R R R R KRR K KR KR KRR KRR KR Top of Data 80K K K K K K K KK K K KK K KK R K K KR K K K K KK K K
JoBCARD JOB
Proprietary Statement 500 KK KKK K E KK KKK KK KKK KK K KK KK R KK KK KK KKK KK KKK KKK
Licensed Materialzs - Property of Teracloud 5.A. L
5650-20585 @ Copyright Teracloud S5.A. 2021 E L
ALL Right=s Reserwved. E

k9
Us Gowvernment Users Restricted Right=s - Use, duplication or L
dizsclosure restricted by G5A ADP Echedule Contract with IBH Corp. ®®

O

End Proprietary Statement KKK E KK KKK KK KKK KK K KK KK R KK KK XK KKK KK KKK KKK
EARCH ORDER={TGTHLQ.INSTALL)

000001
OQ0O0B2
000003
Q00004
000005
000006
0Q0Oo07Y

EEXEXXXEX XX

bR R R R R R SRR AR R R R R RS EEEEEEEEE EEEEE EEEEE
K K K K K K K K K K K K K K K R KK K K KK K K K K S R K K R K K K K R K K K K K K K K
O

PROCEDURE : CYGaRCc WO
O

FURNCTION: *
THIS J0B PERFOEME AWM AUTO-ARCHIVYE FUMCTIOW. IT EXAMIMES THE ®%
FRETENWNTION PERIOD OF THE HUMBER-OF-COPIES-TO-KEEP VaAaLUES WK
PRESET FOR PROTECTED LIBRFEARIES, AMD ARCHIVES AaNY EXTRAO o
YERSIONS TO THE 2705 CHAWKGE TREACKER ARCHIVE SYSTEHM. O
O

IT IS RECOMMEWNDED TO RUMWM THIS J0B WEEKLY BEFORE RURNMIHNG WK
YOUR REGULAR BACKUP/RESTORE JOB TO ORGAMIZE THE VYVS5AaHM o
CLUSTERS. PLEASE EFEEAD THE HOTE BELOWW: K
O

NOTE-1: 5
** THIS J0B MUST RUW WHEWN THE STC IS STOPPED OW ALL SYSTEMS., ®=®
TO STOP THE STC OW ONE S¥YS3STEM, THE DEACTIVATESTC COMMARND *OE
MAaY BE USED AS SHOWW IW THIS JOB. O

XX XX X

0QDoO22
Q0023
000024
0QD0O25
000026
0Q0oO27
000028
0Q0O29
000030
000031

EEXEXX XXX X

WO
FAFE
PR
P
£
FAFE
PR
P
£
FAFE
PR
L=
£
FAFE
PR
P
PP
PP
P
P
PP
PP
P
P
PP
PP
P
P
PP
PP
P
P
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IBM z/0S Change Tracker
Accessing checked out members

CYGBBO2W This protected library has Checked-out members. Only owners may edit.
CYGBBO /W Protected by z/058 Change Tracker:

XAk




IBM z/05 Change Tracker =X

z/OSMF Planned
Vision

Check In ltem

CYGARC

Checked out to Comment

CTAYLOR

Cancel Check In

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only




IBM zfOS Change Tracker

monitored

SYSPLEXB

SCB1 ~ Monitored

Browse Resources

1 item selected

B Member

<
<

CYGARC

CYGCHECK

CYGCOPY

CYGCOPY2

CYGCSAVE

CYGCSAVM

CYGCS5AV1

CYGDROP1

CYGDROPZ2

O o o o o o o o

Data Set

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

VV:MM

48:12

IBM /05 Change Tracker

History

User

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only

z/OSMF Planned
Vision

Request for checkin
Request checkin member/s pending.

10/19/2022, 10:10:40 AM

1 dataset: CTAYLOR.DEWV.DEMOLIMSTALL @

Checkin {2

Date Created

2015/06/18

(5]

01 5_."-': 5_.".' 8

2015/06/18

oa

201 5_."-': 5_.'" 1

M
=]
L
=1
[*3]
z
[2)

=]
=]
L
=1
(53]
:
co

M
=]
Ln
=1
[*3]
[2)

=]
=]
(2]
=1
(5]
=]
co

M
=]
=l
=1
A
rd
oo

Last Changed

2022/03/29

(5]

021/03/04

2021/07/15

2020/12/17

20201217

75

| Cancel

Actions



IBM z/05 Change Tracker

IBM z/O5 Change Tracker XB C Monitored History

Checkin member/s
CYG8931 Member is successfully
z/OSMF Planned backed up. CYG900l Member is
Vision checked in: Counted=1 CYG947I
Action is logged. CYG2271 Warting for
the ENDCHECK command to
complete. CYG228] Waiting
approximately 30 seconds for the STC
protection list to be refreshed.
CYG8031 WARNINGS: 0

monitored /

Browse Resources

10/19/2022, 10:11:42 AM

[] Member Data Set VMM User Checked out Date Created

~ @ CYGARC CTAYLOR.DEV.DEMO.INSTALL 48:12 Y 2015/06/18 2022/03,/29
[] CYGCHECK CTAYLOR.DEV.DEMO.INSTALL 1:11 2015/06/18 2021/03,/04
[] CYGCOPY CTAYLOR.DEV.DEMO.INSTALL 1:21 2015/06/18 2021/07/15
[] CYGCOPY2 CTAYLOR.DEV.DEMO.INSTALL 1:22 2015/06/18 2021/07/15
[] CYGCSAVE CTAYLOR.DEV.DEMO.INSTALL 1:23 2015/06/18 2021/06/17
[] CYGCSAVM CTAYLOR.DEV.DEMO.INSTALL 474 2015/06/18 2021/03/04
[] CYGCSAVT CTAYLOR.DEV.DEMO.INSTALL 475 2015/06/18 2021/03,/04
[] CYGDROP1 CTAYLOR.DEV.DEMO.INSTALL 26:7 2018/08/08 2020/12/17
[] CYGDROP2 CTAYLOR.DEV.DEMO.INSTALL 13:9 2017/05/28 2020/12/17

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 76



IBM z/05 Change Tracker

IBM zfOS Change Tracker SYSPLEXE SCB1 Monitored History

Monitored Resources 2/ OSME

Planned

Refreshed Wed Oct 19 2022 10013

Q. o Add +
[] DataSet Volume Attributes Checkout Count Actions
[] CIENKIN.DEV.DEMO.INSTALL BSUSO1 o=
[] CIENKIN.TEST.DEMQ.INSTALL BSUSO1 o=
[] CIENKIN.TEST.DEMO.PANELS BSUSO1 =
[] CIENKIN.TEST.DEMO.SOURCE BSUSO1 &=
[ ] CIENKIN.TEST.PNLENU BSUSO1 =
[] CTAYLOR.DEMO.JCL BSUSO2 o=
[] CTAYLOR.DEV.DEMO.INSTALL BSUSO1 o = I - I
[] DYLANF.CLIST BSUSOT o=
[0 DYLANFJCL BSUSO1 & 2
Tl mosssar novy peLIcOa = : M

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 77



Recovery



Recovery

Pain Point

*

» That last change that Christina, the

“ early-tenure system programmer, did
was a problem.
Alice
, « | want to look back one or two versions,
Mia-level System to see what she did.
Programmer

Alice is responsible for
running the mainframe
IT environment,
including installing,
configuring, and
maintaining z/OS
systems in test and
production.

83



Recovery

Members in monitored data sets
can be restored to previous
versions.

Backed up versions can be
viewed and compared side-by-
side to review changes before
restoring.

As an IBM Change Tracker for z/OS
administrator:

* Ah! | see what Christina did, and when it
happened.

* [I'll need Zach to help out, so I'll let him do
the changes without any interference.

* Or | could can simply revert back to the level
| know was correct.

84



IBM z/0S Change Tracker
Backup recovery

COE2 IBM 2/08 Change Tracker - {(Ver 2.5.003)
Option ===3% 3

Options et processing options and review the PARMs
Administration Manage the protected resources

Audit Audit change activities in protected resources
Recover Browse, edit and recowver backups

Disaster Recovery Tokenize and compare PROD and DR environments
Utilities Perform utility functions

Split Session ID: 1




Recovery

COEZ

Command ===}

Protected Resource
CTAYLOR.DEY.DEMO.INSTALL
CTAYLOR.DEY.DEMO.JCL
CTAYLOR.DEY.DEMO.LINKLIB
CTAYLOR.DEY.DEMO.MAC
CTAYLOR.DEY.DEMO.PAMNELS
CTAYLOR.DEY.DEMO.PARMLIB
CTAYLOR.DEY.DEMO.PDSE
CTAYLOR.DEVY.DEMO.S0URCE
CTAYLOR.JCL.CNTL

BM z/0S Change Tracker

Yolume
EsUSO2
EsUS01
EsUSO2
EsUS01
EsUS01
EsUS01
EsUS02
EsUSO2
EsUS01

Protec
Attrib

tion
utes
I

I
I
I
I
I
I
I
I

Recover

Checlk Out
¥Y/N Count

ZZZTZEZZEZEZZ

(1 of 3)




BM z/0S Change Tracker
Recovery

COEZ2 Recover or View Member Versions Online (2 of 3)
Command ===3%

Protected Eesocurce CTAYLOR.DEY.DEMO.SOURCE
Volume . . . . . : E$USO0Z2 {"-" indicates cataloged)
Member T,

Show wversions in the following date range

Frem . . . . . . . {YYYY/MM/DD)
To e e e {YYYY/MM/DD)

Select the mode
1 1. List backups
2. Detailed report of backups




BM z/0S Change Tracker
Recovery

COE?Z2 Backup Versions of Member (%)
Command ===

Change Reporting:
Job Name EECOVER

Enter "/" to select option
Batch execution

Mame Version YV MM Created Changed ID

SYCUCOPRPY 01.01 16/11/09 2022/08/11 CTAYLOR
SYCUCOPY 01.00 16/11/09 2022/08/11 IBMUSER
SYCUCPU 01.00 16/11/09 2022/08/11 : IBMUSER
SYCUDIR 01.00 16/11/09 2022/08/11 : IBMUSER
SYCUDR 01.00 16/11/09 2022/08/11 : IBMUSER
=Y CUFBVEB 01.00 16/11/09 2022/08/11 IBMUSER
11

SYCUPARM 01.00 16/11/09 2022/08/ IBMUSER




IBM z/0S Change Tracker

Recovery

*

*

LR

T

SHOW=BACKUPS={MEM=x%,

*
*
*

Backups for:

MamefVer
SYCUCOPY

-1

SYCUCPU

EYCUDIR

SYCUDR

EYCUFBVYEB

SYCUPARM

Wi
01.

o1 .

01.

01.

01.

01.

01.

DSHN=CTAYLOR.DEY.DEMO.S0URCE)

VOL=

catlg

MM Created
01 16711709

oo

oo

oo

oo

oo

oo

16/11/70609

16711709

16711709

16711709

16711709

16711709

DEN=CTAYLOR.

Changed

22708711
167117069
16711709
16711709
16711709
16711709

16711709

02 :

18:

18:

18:

18:

18:

18:

DEV . DEMO . SOURCE
S5i=e

11

41

41

41

41

41

41

CYG62541 Humber of backups where TOKEMES

240

227

348

227

237

227

237

Init
237

237

348

237

237

237

237

iz specified:

ID
CTAYLOR

IBMUSER

IBMUSER

IBMUSER

IBMUSER

IBMUSER

IBMUSER

Date/Time-of-Backup
2022708511 02:11:54

STC:

E¥5: -Initial

2022/08/711 02:

S¥E: -Initial

20227087511 02:

E¥5: -Initial

2022/08/711 02:

S¥E: -Initial

20227087511 02:

E¥5: -Initial

2022/08/711 02:

S¥E: -Initial

-UPD IKJEFTO1 CTAYLOR
2022/08/511 02

01 :20
YVersion
01:20
Version
01:20
YVersion
01:20
Version
01:20
YVersion
01:20
Version




BM z/0S Change Tracker
Recovery

COEZ Recover or VYiew Member Versions Online (2 of 3
Command ===}

Protected Resource CTAYLOR.DEY.DEMO.SOURCE
Volume . . . . . : E$US02 {("-" indicates cataleged)
Member . . . . . . SYCUCOPY

Show versions in the following date range

Frem . . . . . . . {YYYY/MM/DD)
Te . . . . . . . . {YYYY/MM/DD)

Select the mode
1 1. List backups
2. Detailed report of backups




BM z/0S Change Tracker
Recovery

COE?2 Backup VYersions of Member (SYCUCOPY)
Command ===

Versions for the Date Range: not specified

Change Reporting:
Job Hame RECOVER

Enter "/" to select option
Batch execution

Mame Ver Changed ID Backup Comment
_ BYCUCOPY © 2022/08/11 02:11 CTAYLOR STC: -UPD IKJEFTO1 CTAYLOR
¥ BYCUCOPY -1 2022/08/11 02:01 IBMUSER 8¥S8: -Initial VYersion




BM z/0S Change Tracker
Recovery

COE2

Command

000001
000002
000003
000004
000005
000006
000007
ooooog
000009
000010
000011
000012
000013
000014

CTAYLOR.RECOVERY .CY¥G22225.T0447042 (SYCUCOPY ) - Column=s 00001 00080
=== Scroll === CER
AEEEFEELEEEEEEELEEERE EEREEEREREREE Top of Data 8RR KR KK K KK R KK K KK KK R KK K KK KR X
HAEEEEEEEEEEEEEEEEEEEEEEE R AR AR R R R R EERE KR KRR

Copuright of PRISTINE Software *
licenzed material E¥YEBchange *
B A K KRR R R R R R A R R R R R R K K E KKK EXE

01.00

{SYCUCOPY) m a i n

t en anc e 1 o g

TR R R R K K R K K K R K R K K K K R R K R R K R K K K R R R K R K R K K R KR KK KK

FUNMCTION: copies from a VYB reproed file inte another one
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

IO X O X X X X X ¥ X X

SYCUCOPY
SYCUCOPY ANY

COPYRITE

AMODE=31 ADDRESSABILITY



BM z/0S Change Tracker
Recovery

COE?Z2 Backup Versions of Member (SYCUCOPY)
Command ===»

VYersions for the Date Range: not specified

Change Reporting:
Job Mame REGOVER

Enter "/" to select option
Batch execution

WETTS Ver Changed ID Backup Comment
¥ SEYCUCOPY © 2022/08/11 02:11 CTAYLOR STC: -UPD IKJEFTO1 CTAYLOR
_ SYCUCOPY -1 2022/08/11 02:01 IBMUSER 8YS: -Initial Version




BM z/0S Change Tracker

COE?2

Command

oDe0o1
gpooo2
goooo3d
ODO004
D005
O0O0O06
poooo’y
goooosg
ODOOO9
D010
opeo11
oooo12
000013
D014
o0e01s
ODO016
gooo1Y
o0O018
oDEO19
ODED20
ooo021
ODOO22
oDe023

Recovery

CTAYLOR.RECOVERY .C¥G22225.T0448501 {(SYCUCOPY) - ©01.01 Column=s 00001 00080
=== Scroll ===} CER
A K K K A A K K K K K KKK K KK KKK KKK KR Top OTf Data  EEEREEEEEEEE KR KKK E KK R KKK KRR
Inserted Line 1
Inserted Line 2
Inserted Line 3

PEEEEEEEE K E KRR AR EEEEEEEE
Copyright of PRISTINE Software *
licensed material -- S¥Schange E
K K K K K K A K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K K R K K K KK KKK

{SYCUCOPY ) m a intenanoecoe 1 o g

K KR R KR R K KR K K KK KR KK R R K R K K K R K K R K R K K R K K K K K KK

FUMCTIOMN: copiez from a VB reproed file intoe another one
HEEEEEEEEEEEEEEEEEE R EREEEREE AR AR AR AR RN RN EE RN EEER R

O X X N M X X X X X

SYCUCOPY CEECT

SYCUCOPY AMODE ANY AMODE=31 ADDRESSABILITY
COPY COPYRITE
SaveE (14,12, T, '&5SYSDATE &SYSTIME SYCUCOPY'
USING SYCUCOPY,R12
LR R12,R15 pom addessability
LA RO, DYNMLEN dynamic memory len
GETHAIN R, LY={(0) get the dynamic memory




BM z/0S Change Tracker
Recovery

] Backup Versions of Member {SYCUCOPY)
Command ===3

Verzions for the Date Eange: not specified

Change Reporting:
Job MName RECOVER

Enter "/" to select option
Batch execution

WNETS Ver Changed 1D Backup Comment
_ SYCUCOPY © 2022/08/11 02:11 CTAYLOR ESTC: -UPD IKJEFTO1 CTAYLOR
&5 BYCUCOPY -1 2022/08/7/11 02:01 IBMUSER B8¥5: -Initial Version




IBM z/0S Change Tracker
Recovery

Yersions for the Date Range: not specified

Backup Yersions of Member

Change Reporting:
Jobkb HNMame RECOVER

Enter "/ " to =m=elect option
Batch execution

Mamese We r Changed ID Backup Comment
— SYCucopPpwy -1 202270480711 IBHUSER SY5Se — Inmnitial Version
E e e e e S S e i i g B i e ELE e S S e S i g G e S e S B i e e e e e e i Bottom o F data e e e g e S i e g S e S B i i e e i e

CY GOy Version 3IYWCUCOPY recowvered to PDS CTAYLOR. RECOVERY . CYG22225 . TOo451124 ]




BM z/0S Change Tracker
Recovery

COEZ2 BROWSE CTAYLOR.RECOVERY .CYG22225 . T0451124 Fow 0000001 of 90000001
Command === Scroll === CER

Mame Prompt Size Created Changed ID
= SYCUCOPY 237 2016711709 2016711709 18:41:10 IBMUSER




BM z/0S Change Tracker
Recovery

COEZ2 E CTAYLOR. RECOVERY .CYG22225 . T0451124(SYCUC Line 09000000000 Col 0061 0BO0
Command === Scroll === CSR
b g g e A e e e i e e e R e R e g R e g e g e e g T-Dp of Data EEEEEEEEEEEEEEEEEEEEEEEEEEEXEEEEEEE
b g A g e g R g e i S B A i e i R g e g B i R e e B i g e S B i e B i g e i R e R i B i g B e e e i i g e
Copyright of PRISTIWNE Software *
licensed material -- S¥Schange *
g i e e g e e e i e i e i e A e e e e e e e g i B e i e e i A e i e g e e g e e e A g g i e A e g i e i A e e g i i i i e

{SYCUCOPY } m a i n t e n an c e 1T o g

HEEEAEEEEAAEAEEKEEEEREEEEREEEAEE A A A EEKEEEE R EHEEEREEAEREEEEEXEEEEEEEEEEE KK EEEEEE

FUMCTIOM: copies from a VB reproed file into another one
b e e e g g g R S R e e g e e e e g e g g R R S g e e e e e e g g R A B e e e e g e g g g g B A A e e i e e e e g e g g g

*
*
*
*
*
*
*
*
*
*
*
*

SYyCUCOPY CSECT
SYyCUCOPY AMODE ANY AMODE=31 ADDREEZSABILITY
COPY COPYRITE
SaveE (14,12, 7T, "&8SYSDATE &SYSTIME SYCUCOPY!
USING SYCUCOPY ,R12
LR RF12,R15 pom addessability

= -
-




BM z/0S Change Tracker
Real-life example

Parmlib subsystem initialization member was being shared between Prod and Test environments.

Change was made to the initialization for Test, and the Production environment failed to come up.

A backup copy of the data set and member were eventually found at a remote site location
* This took a number of hours to find.

IBM z/0S Change Tracker could have restored to the previous version within minutes.

It can be used for key system components, not just IBM z/OS products.
* ISV products libraries can also be protected.



IBM z/05 Change Tracker

IEM z/0OS Change Tracker SYSPLEXE  SCB1 o Monitored History

monitored [

Browse Resources

z/OSMF
Planned Vision

1 dataset: CTAYLOR.DEMOUICL @

1 item selected

Check out = | Cancel

B Member Data Set VV:IMM User Checked out Date Created Last Changed Actions
[] SRECAT CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/03/25 2022/03/25
ADRCOPY CTAYLOR.DEMO.JCL 1:1 CTAYLOR 2022/03/01 2022/03/21
[] ADRCOPY2 CTAYLOR.DEMO.JCL 1:1 CTAYLOR 2022/03/01 2022/03/18
[] ADRCOPY3 CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/03/21 2022/03/21
[] ADRCOPY4 CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/05/13 2022/05/13
[] ADRDEL CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/03/25 2022/03/25

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only



z/OSMF
Planned Vision

IBM z/OS Change Tracker SYSPLEXB  SCB1 Monitored

1 dataset: CTAYLOR.DEMO.JCL @

1 item selected Check out — Backup E& | Cancel
= Member Data Set VV:MM User Checked out Date Created Last Changed Actions
$RECAT CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/03/25 2022/03/25
ADRCOPY CTAYLOR.DEMO.JCL 1:1 CTAYLOR 2022/03/01 2022/03/21
[] ADRCOPY2 CTAYLOR.DEMO.JCL 1:1 CTAYLOR 2022/03/01 S| SHEecal
Audit
D ADRCOPY3 CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/03/21 2(
Backup
D ADRCOPY4 CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/05/13 2
Recover I
D ADRDEL CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/03/25 2( Edit
D ADRDMP CTAYLOR.DEMO.JCL 1:0 CTAYLOR 2022/03/01 2022/03/01

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only 102



IBM z/OS Change Tracker

monitored / members /

Recover

SYSPLEXB

SCB1

Backups of Resource: CTAYLOR.DEMO.JCL(ADRCOPY)

Version VV:MM
Current 01.01
-1 01.01
-2 01.01
-3 01.01
-4 01.01

User ID

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

Last Modified

22/03/21 21:49

22/03/21 21:49

22/03/21 21:49

22/03/21 21:49

22/03/21 21:49

Monitored

Time of backup

2022/10/27 00:35:19

2022/10/20 00:30:27

2022/10/20 00:26:09

2022/10/20 00:18:05

2022/10/19 23:47:11

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only

z/OSMF
Planned Vision

Comment

Checked back in

Make changes for DSS Copy

CKI: Check DSS copy back in

Make changes for DSS copy

SYS: -Initial Version

Action icons for:

Compare
Recover

Actions

g & & &

&

&

&

&

103



CTAYLOR.DEV.DEMO.INSTALL(CYGARC) <--> CTAYLOR.CYGRECVR.D221122 T150431(CYGARC) z/OSMF -0 X |
> = bl 04 Planned Vision

CTAYLOR.DEV.DEMO.INSTALL{CYGARC) ~ ] CTAYLOR.CYGRECVR.D221122.T150431(CYGARC) S )

1 Jf/*JCBCARD JOB 1 f/*JCBCRRD JOB
Z4//added extra line 1

+//added extra line 2

2 //** Proprietary Statement * s s s s s it s s i s d i d A S AR AR R R R R R A AR Rk & 4 f/** Proprietary SLatement * & s s st s s s s it e st d s d i d A A AR R R R R R A AR Rk &
3 J//**% Licensed Materials - Property of Teracloud S.4. == 5 J/** Licensed Materials - Property of Teracloud S.4. ==
4 jJ/#% H650-Z05 @ Copyright Teracloud S.A. 2021 Ll &6 f/#**% H650-Z05 @ Copyright Teracloud S§.A. 2021 Ll
5 f/#% R11 Rights Reserwved. e 7 f/** R1l Rights Reserwved. il
6 S = B =
7 //** U5 Gowvernment Users Restricted Rights - Use, duplication or == g J/** U5 Government Users Restricted Rights - Use, duplication or ==
8 J//** disclosure restricted by GSA ADP Schedule Contract with IBM Corp.#*#* 10 //** disclosure restricted by GS& ADP Schedule Contract with IBM Corp.#**
8 JfE# == 11 J/** ==
10 //**% End Proprietary Statement * ¥ ¥ &fdd s s i s d it ad ddddd e amdd o ddd s a s 12 //*% End Proprietary SCatement * ¥ ¥ & fddsasd s s d it d d s aaaddddda dddda &
11 //S5ERRCH JCLLIE CRODER=(TGTHLO.TINSTALL) 13 //S5ERRCH JCLLIE ORDER=(TGTHLQ.INSTALL)
12 f/* 14 f/*
Lo R R R R R R R R R R R R R R R R R R R R R R R R R R R R R AR R R R R R R R R R R R R R R R R R AR R AR AR AR AR AR AR R R AR M e e e T e
14 S o R R R R R R A A AR R R R AR R R A A AR R A AR R AR AR A A AR AR A AR R R AR R LG o R R A R R R R A AR R R R R AR R R R A A AR R A AR R R R R A AR R R H A A AR R R AR AR RS A R
_E‘ J'.-J':xx = —'? .I'-..I'xx =
le jr*= PRECCEDURE: CYGARC =* 18 Jf/*¥ PRCCEDURE: CYGARC =*
17 fi*=* == 19 Ji=*=* ==
18 J/*# FUNCTICH: * 20 S/ FUNCTICH: A
19 J/%* THIS JCB PERFCRMS AN AUTC-ARCHIVE FUNCTICN. IT EXAMINES THE ##* 21 S/ THIS JCB PERFCRMS AN RUTC-ARCHIVE FUMNCTICH. IT EXREMINES THE ==
20 Jle 24 NTICN PERICD CR THE NUMBER-OF-COPIES-TO-KEEFP VALUES * 22 S/ RETENTICHN PERICD CR THE NUMBER-CF-CCPIES-TC-EEEP VALUES *
Z1 JSEe PRESET FOR PRCTECTED LIBRARIES, AND ARCHIVES ANY EXTRA * 23 S/EE PRESET FCR PRCTECTED LIBRARIES, RND ARCHIVES LNY EXTRRL *
22 fSFF VERSICHNS TQ THE Z/05 CHANGE TRACKEER ARCHIVE SYSTEM. =* 24 S/ VERSICHNS TCQ THE Z/05 CHANGE TRACEEER RARCHIVE SYSTEM. =*
23 fSF# il 25 S ==
29 jfu= IT IS5 RECCMMENDED TC RUN THIS JCB WEEKLY BEFCORE RUNNING =* 28 S/ IT I5 RECCMMENDED TC RUN THIS JCB WEEEKLY BEFCRE RUNNING =*
25 JSEe YCOUR REGULAR BACEUPR/RESTCRE JCOE TC CRGANIZE THE VSAM * 2T S YCOUR REGULAR BACEUPR/RESTCRE JCB TC CRGANIZE THE VSAM *
26 f/E* CLUSTERS. PLEASE READ THE NOTE BELCW: il fx CLUSTERS. PLEASE READ THE HCTE BELCW: *
27 _."._."."”" L ',-'"""‘ L
28 SS#* NCTE-1: e ff#* NCTE-1: *
29 jfww *#% THIS JOB MUST RUN WHEN THE STC IS5 STCPPED CON ALL SYSTEMS. *=* CHR *#%* THIS JOB MUST RUN WHEN THE S5TIC IS5 STOPPED CON ALL SYSTEMS. =%
30 S TC SICP THE STIC OW CHWE S5YSTEM, THE DEACTIVATESTC CCOMMARND & *# 32 SSFF TC STOQFP THE STIC OW CME SYSTEM, THE DEACTIVATESTC COMMAND **
31 S MAZY RFE TISEN RS SHOWN TW THTS J0OR. * 37 S MAZY RF TISEN 2SS SHOWN TW THTS JT0OR. * %
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Auditing activities



Audit

Pain Point

* There are a lot of critical
configuration data sets for
z/OS. | need to know who has

been changing them, how,

and when.

Derek

Compliance
Evidence Provider

Derek is a security
engineer. He spends a lot
of time looking after
access management

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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Audit

Out-of-the-box audit reports of
monitored datasets.

Delight Point
List all changes to specified
library, member, or name pattern

As an IBM Change Tracker for z/OS auditor:

Filtering options: « Wow! | can clearly see what critical
configuration data sets have been

—  Event type (ADD, updated.
UPDATE, DELETE,

RENAME, ZAP)

| know who made the change, how, and
when, in just one click. My job is so much

. easier!
—  Date and time range

— Member-level of
dataset-level

—  Specific libraries or all
protected libraries
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IBM z/0S Change Tracker
Auditing change activities in protected data sets

COE? IBM z/08 Change Tracker - {(V¥er 2.5.003)
Option === 2

Options Set processing options and review the PARM=s
Administration Manage the protected resources

Audit Audit change activities in protected resources
Recover Browse, edit and recover backups

Dizsaster Recovery Tokenize and compare PROD and DR environments
Utilities Perform utility functions

Gplit Session ID: 1




IBM z/0S Change Tracker
Auditing change activities in a protected data set

COE 2 IBHM =105 Chanaoe Tracker
Option

Ot Set Processinga options ana FE A e tThe PAaRMs
Acm tration Mamage tThe protected rFrEsSouUurce s
Purd Awuad it change actiwities im protected rescur e s
Recower Browse edit anrnd [ —E=E=R N backup=
Disaster Recoweruy Tokemn i=e S COoOMmPEa e PROD S ol DR enwironment=s
Utilities Perform waat i L ity Functions

SelLit Session ID»:

CwG3 74 Option is= awvwailable + o Audi tors o Ly .




IBM z/0S Change Tracker
Auditing change activities in a protected data set

COEZ2
Command ===}

Member ¥

Actions

1 . ALL
ADD
DEL
REN
UPD

Protection Check 0Out
Protected Resource VYolume Attributes ¥Y/M Count
CTAYLOR.DEV.DEMO.CNTL - - - -
CTAYLORE.DEY.DEMO.INSTALL
CTAYLORE.DEY.DEMWO.JCL
CTAYLOR.DEY.DEMO.LINKLIB
CTAYLORE.DEY.DEMWO.HMAC
CTAYLOR.DEY.DEMO.PANELS
CTAYLORE.DEY.DEMO.PARMLIB
CTaYLOR.DEY.DEMO.PDSE
CTAYLOR.DEY.DEMO . SOURCE
CTAYLOR.JCL.CNTL

el T R R e e N |
ZZEZEEEZZEZZZZE




IBM z/0S Change Tracker
Auditing change activities in a protected data set

COE2 E CTAYLOR.CYG22227.T2114086 . SYSPRINT Line 0000000000 Col 001 120
Command ===3 Scroll === GCSR
EAEEK KKK KKK EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE KL E Top OT Data EEEERXEE X KRR KKK KK KK K K K K R K K KK K K KK K KK K K R KKK K K K KKK KKK

10 20 30 gO0RO03
T N ETTT . e R, .
OPTIONS=ALL
SHOW=ACT={MEM=%,
DSN=CTAYLOR.DEY.DEMO.CNTL)

DEN=CTAYLOR.DEY.DEMO.CHNTL

ASHMUTL
CHMPUCOPY
CHPUCPU
CHMPUCPU
CMPUDIR
CHPUDIR

CTAYLOR
CTAYLOR
CHRISUP
CTAYLOR
CHRISUP
CTAYLOR

2022/08/12
2022/08/11
2022/08/12
2022/088/11
2022/08/12
2022/08/11

06:

o7
06 :
a7:
06 :
o7

21
18
28
18
28
18

COEZ2
COE2
COE2
COEZ2
COE2
COE2

IKJEFTO1
IKJEFTO1
IDCAMS
IKJEFTO1
IDCAMS
IKJEFTO1

IKJEFTO1
IKJEFTO1
IDCAMS
IKJEFTO1
IDCAMS
IKJEFTO1

CTAYLOR
CTAYLOR
CHRIZUP
CTAYLOR
CHRISUP
CTAYLOR




IBM z/0S Change Tracker
Showing changes in protected data sets (Batc

FCHRISACT ()., CLASS=—A, MHSESGCLASS=H,  NOTIFY=&SYSUID

P 3

A S S A A S S DK DK B DI S G A B DI DI DK B DI BIC K B DI DI DI DK B DI I KK HIC B DI DK GBI BB BB A B DI DI DK B B B B B B DI DI K BB BIC IKC HK B DI DI DK N B B K B MR DK DK
FOAE AR K K K K K R AR DK K K K K WK AR DK K R K K WK K K K R K K K K K B R DK K K DK K K K K K K K AR K K K K K K R WK R K K K K K WK R AR WK R K K K KR WK
F. 3 PROCEDURE : CYGT rACT O
Pl 3 K
Pl - FURNCTIOM: e
P b -
P 3 THIS J0OB ZSHOWS THE REAL-TIME ACTIWVI LL PROTECTED O
OO LIBRARIES. LIMIT THE L
Fl. 3. FREPORTIMNG OF THE ACTIWITIES ORMLY FO ED RaAaNMGE . b
P & O
OO THE FORMAT OF THE DATE RAMNGE IS: K
7O BEGDaATE=%¥¥"YYY //MM/sDD_HH: MM {00 : TES START OF DAY ) b
Fl. ¥ ENDDAaTE =% //MM/sDD_HH: MM (23 TES MIDMKMIGHT ) b -
O O
Pl HNOTE : K
Fl. 3. MODIFY THE J0OB CARD AaND SUBHMIT b
P & O
Pl F EXPECTED COMND CODE: [cReN o N K
7O ACTIVITY : TESTED OM FEB 15, 2022 e
P b -
AR NI R B I BB DI K B DB BB RGO BB BB DI K BB DB IS B HC BB DB DI K BEE BB B K NG B DB DK K NG BB DB K BB BB DB KB N BB IO K B BB DI K BB BB IO B BB DI KK B K K K B DI K
FSETEP1L PGM=CYGMHMAINM REGION=4096K

FSTEPLIB DISP=5SHR, DSN= 05SCHTREK .VZ250  SCY G LMK

FCYwYGPARM DISP=5SHR, DSN=CYGVZ2Z50 . CONFIG. PARMLIB{CYGPARMS)

FSESYWESEPRINT SYSO0OUT =%

FEYSUDUMP SYSOUT =%

FOUTFILE DUMMY

FCYWGIM -

*xOPTION=FOREIGHDATA fF* IHW CASE THE =TC IS OPERATINKG WITH =7

E % ANOTHER CONTROL FILE S
*DATE=TODAY f*% DATE HMUST PRECED LL COMMANMNDS x5

-

rd
i
Id
L
L
'
L
L
i
Id
L
L
'
L
L
i
'
L
L
i
L
L
i
'
rd
rd
i
rd
rd
i

BEGDATE=20

ENDDATE=20
*OPTION=DEL
E

E nr
2270875711 00 DATE RANGE (AUG 11, 2022
227087512 23 DAaTE RANGE {(AUG 12, 2022 MIDMNIGHT

SHOW=PROTECTIONS
SHOW=pACTIONS=LIST
P




IBM z/0S Change Tracker

changes in rotected data sets (Batch

CwGS0QoODOC

C
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v
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EEEEE
OOOaa0
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oooopoooo
e e e el e e b
e

DSEN=CTAaYLOR . DEVY . DEMO . JCL
E HOC ®x

DEN=CTAaYLOR.DEY .DEMO. LIMNKLIE
E HOC ®x

DSEN=CTnAaYLOR.DEY . DEMO. MAC —
CHRISUP 20227087712 06 28 COEZ2 IEBCOPY : EBCOPY CHRISUP

DSEN=CTnAavYLOR.DEY .DEMO. PANELS —
A HNMOC A

DSEN=CTAaYLOR.DEY .DEMO. PARMLIEBE
A HNMOC A

DEN=CTAaYLOR .DEY . DEMO. PDSE
k- 4 HMOC b

0
"
Z
0
-
D
<

LOR.DEY . DEMO . SOURCE
11 o2 : 11 COEZZ

NI

SwCUCOP Y P D

]

"
=
0
=
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COEZ2Z2
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ADRDI ZB P D
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IBM z/O5 Change Tracker

IBEM z/OS Change Tracker : z Monitored

z/OSMF Planned
Vision

Monitored Resources

Refreshed Wed Oct 19 2022 11:06

1 item selected Remove [ Members = | Cancel
Data Set Volume Attributes Checkout Count Actions
CJENKIN.DEV.DEMO.INSTALL BSUSO1 o = 1

D CJENKIN.TEST.DEMO.INSTALL BSUSO1 o =

D CJENKIN.TEST.DEMO.PANELS BSUSO1 =

D CJENKIN.TEST.DEMO.SOURCE BSUSO1 B E

[] CIENKIN.TEST.PNLENU BSUSO1 =

[] CTAYLOR.DEMOC.UCL BSUS02 8= 1

CTAYLOR.DEV.DEMOLINSTALL BSUSO1 =

[] DYLANF.CLIST BSUSO &= i AT

_ Members
[] DYLANFJCL B$USO1 51 2
I Audit I
1 M AR REWWY DdIcn = v
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Audit

Audit Log

Member

CYGARC

CYGARC

CYGCHECK

CYGCOPY

CYGCOPY2

CYGCSAVE

CYGCSAVM

CYGCSAVT

CYGDROP1

CYGDROP2

IBM z{/O0S Change Tracker

DSN

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

CTAYLOR.DEV.DEMO.INSTALL

User

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

CTAYLOR

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only

Date
2022/10/20
02:07

2022/10/20
02:07

2022/10/20
02:10

2022/10/20
02:10

2022/10/20
02:10

2022/10/20
02:10

2022/10/20
02:10

2022/10/20
02:10

2022/10/20
02:10

2022110420

A A

Program

IKJEFTO1

IKJEFTO1

IKJEFTO1

IKJEFTO1

IKJEFTO1

IKJEFTO1

IKJEFTO1

IKJEFTO1

IKJEFTO1

IKJEFTO1

z/OSMF Planned
Vision
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Snapshots



What are IBM z/OS Change
Tracker snapshots™?

* “snapshot” is the newer term we are gradually
moving to, especially in zZ OSMF. You might see
“fingerprint” or “tokenization” meanwhile.

Snapshots are collections of data sets
From a single file to an entire DASD
volume
Each member of each data set in the snapshot is
fingerprinted when the snapshot is created.

Snapshots can be compared against a live
system, or against each other.

Very high-speed comparison for large collections
of data
Provides information on what, how and
when modifications have been made
At the dataset-level and the member-level
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IBM z/0S Change Tracker
Snapshots/Fingerprinting/Tokenizing data sets

FACHRISTOK {)Y,CLASS=-A, MSGCLASS=H,NOTIFY=&S%S3SUID

F R

P

FOF R R R R R R K R IR I R R R R I R O I I R IR I K R K
PR 3 PROCEDURE : SYCTETOK K
PR & WK
LA 3 FUNCTION: 3
F PR K
PR 3 THIE JO0B TOKEWIZES THE DEY EMNVYIROMWMEWNT BEFORE WE START -
PR 3 THE DEMO. WK
FAFE & 3
FPEXR NMOTE : K
PR 3 ARROWE "<==" POINWNT TO LIMES WHICH REQUIRE CUSTOMIZATION. * O
PR & WK
FFxx 1. HLO OF THE aAaPF LINEKLIB 3
P 3. 2. HLQ OF THE PARMLIB DATA SET K
FAFE & 5 K
PR 3 EXPECTED COMD CODE: 090000 K
e 3 ACTIVITY: TESTED OW FEB 15, 2022 K
PR & K
e I E 2R 2 AL E R R R E AR E R E R R R R E R R R R R R R R E R E R R E R R X R R R R R E R R E SRR E R R E R R R R L
P

f /¥ CREEATES THE REFEREWMCE TOKENS

Fix

F/STEP1 PGM=CYGHMAIMN, REGION=6796K

F/FSTEPLIB DISP=5HR, DSN=Z05CHTREK . V250 . 3CYGLNEK

FASYSEPRINT SYS0UT =%

FABYSUDUMP SYS0UT =%

FACYGIM b

PATTERN=CTAYLOR.DEY.DEHMO. %

SHOW=LIST

*

TOKEN={LIST)




IBM z/0S Change Tracker

10
P T T T o e
1 PATTERMN=CTAYLOR.DEY . DEMO . *
=2 SHOW=LIEST
e
=3 TOKEN={LIST?>»

" G200TI COMMANDS PROCESSED: =
=SEQ Li=+t o F reso Lwed data =et= e ol uss= raths

CTAaY LOR . DEY . DEMO . CHT L
CTAaY LOR . DEY . DEMO . INSTALL
CTAaYwLOR . DEY . DEMO . JCL
CTAayYyLOR . DEY . DEMO . LTHNKLIEB
CTAaY LOR . DEY . DEMO . MAC
CTAayY LOR . DEY . DEMO . PAMNEL S
CTraYLOR . DEYW . DEMO . PARMLIEB
CTrAaYLOR . DEY . DEMO . PDSE
CTAaYLOR . DEY .DEMO .. SOURCE

I RFeference tolkens generated successTtwull
WOL cat (=1 DS CTAYLOR . DEY . DEMO . CHNT

Act ion is Tooged

Reference tokens generated succes=s=s-F e
WOL =a t = DER CTAYLOR . DEY . DEMO . (]

Act i 1= Togged

Refe tokens generat
WO L catlag DS CTAavYwLO

Act i is Tooged

Fe fe - e tolken=s generated succe=s=Tu
WOL at (=1 DS CTAYLOR . DEY . DEMO . L

Act i i= Togged

Refe - = tokens generated successFful Ly
WOL at = DSEM CTvavYLOR . DEY .DEMO . MAC

Act i i= Togaed

Refe tokens generated successfFful
WO L [=] DS CTAaYLOR . DEY . DEMO . PA

Act ion is Tooged

Feferenace tTolemn=s generated sucoces=s—=Tu
WO L catlg DER CTAaYLOR . DEY . DEMO . P

Act i= Togged




IBM z/0S Change Tracker
Snapshots/Fingerprinting/Tokenizing data sets

10 20
[ T iU S + .
OPTION=DIFF

E
o COMPARES DEYW WITH
>

PATTERN=CTAYLOR . DEW .
SHOW=LIST

>
PATTERN=CTAYLOR . TEST .DEMO . *x
SEHOW=LIS=T

E 3
STRREP={ "DEY . TTEST . " )
SROUPCOMPARE

COMHMAaNDSE PROCESSED: e
List ofFf resclwved data sets

CTAaYLOR.DEY .DEMO . CHT L
CTAYLOR . DEY . DEMO . INSTALL
CTAY LOR . DEY . DEMO . JCL
CTrAaYLOR.DEVY .DEMO . LIMNKLIE
CTrAaYLOR . DEY . DEMO .. MAaC
CTAYLOR . DEY . DEMO . PARNELS
CTAY LOR . DEY . DEMO . PARMLIEBE
CTAaYLOR . DEY . DEMO . PDSE
CTAaYLOR.DEY .DEMO . SOURCE

List ofFf resclwved data sets

CTAaYLOR . -DEMO . CHT L
CTAYLOR . -DEMO . INSTALL
CTAY LOR. .DEMO . JCL
CTAaY LOR . -DEMO . LINKLIEB
CTAaY LOR -DEMO . MHAC
CTAYLOR -DEMO . PANELS
CTAY LOR .DEMO . PARMLIEB
CTAaY LOR -DEMO . PDSE
CTAaY LOR -DEMO . SOURCE

1
=
=3
A
=
[ =
W
8
b=
SEQ
1
=
=3
A
=
[ =
W
8
b=

Original-dsn: CTAYLOR.DEY . DEMO . CHNTL
Transformed H CTAYLOR. TEST .DEMO . CHTL

CYG2131 Processed: WOL=E$fFUSOo1 DSEN=CTAaYLOR .DEY . DEMO . CHNTL
CYG2131 Processed : VWOL=EfFUSO1 DENMN="CTAaYLOR . TEST .DEMO. CHNTL

MNEL : CTAaY LOR . DEY . DEMO . CHTL OLD : CTAaYLOR . TEST . DEMO . CHT L
CYwGSE85S5 7N COMPARE statistics fTor:

- DSM1 CTAYLOR . DEY . DEMO . CHNTL

- DEMZ2 CTAaYLOR . TEST . DEMO . CHTL

2 TOTrAmL HMEMBER HAaMES PAIRED
CYw G GsTC DSLIST - DSLIST *ESDSF




BM z/0S Change Tracker
-ingerprinting/Tokenizing data sets

Original-dsn: CTAaYLOR.DEY.DEMO. SOURCE
Transformed : CTAYLOR.TEST . DEMO . SOURCE

C¥G213I Processed: VOL=E$US0Z2 DEN=CTAYLOR.DEY.DEMO. S0URCE
C¥G2131I Processed: VOL=EFUS01 DEN=CTAYLOR.TEST . DEMO. SOURCE

MEWW: CTAYLOR.DEY.DEMO.Z0URCE OLD: CTAYLOR.TEZT.DEMO. S0URCE
Member DEN1 -Update-Date DENZ -Update-Date OPTIOMS= DIFF
DIFF SYCUCOPY 2022/08/511 02:11 2016/11/09 18:41

CY G857 W COMPARE statistics for:
- DEN1: CTAYLOR.DEY.DEMO. BEO0URCE
- DENHZ2Z: CTAYLOR.TEST.DEMO. S0URCE

TOTAL MEMBER HNAMES PAIRED
MEMBER{S) HAD NO CHANGES
MEMBER{E) HAD CHANGES

NEW FILE MEMBER{(S) NOT PAIRED
OLD FILE MEMBER{(S) NOT PAIRED




Change Tracker

Libraries Snapshots

@ Select Snapshot (O Select Target

Snapshot Compare
views 83 &
Snapshot

Testl

Test2

Test3

Testd

Alphal

Alpha2

0.8 Beta

0.9 Beta

V1.0

Vil

V1.2

Vi3

Items per page: 12 v

SYSPLEXA - A2

Manage Snapshots

History

(O Comparison Results

1-12 of 18 items

Q 2 @

Description

Test Snapshot 1

Test Snapshot 2

Test Snapshot 3

Test Snapshot 4

Snapshot at Alphal Checkpoint

Snapshot at Alpha2 Checkpoint

Snapshot of Initial Beta release

Snapshot of Beta 0.9

V1.0 Snapshot

V1.1 Snapshot - plugin added

V1.2 Snapshot - reworked the plugin

V1.3 Snapshot - removed the plugin

Enterprise

SYSPLEXA - A2

Monitored

k4 Import Snapshot + Create Snapshot +

Snapshot Date

January 01, 2021

January 01, 2021

January 01, 2021

January 01, 2021

March 01, 2021

March 06, 2021

April 04, 2021

April 22, 2021

May 27, 2021

July 5, 2021

August13, 2021

September 29, 2021

1 v of2pages

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only

Compare

4

Snapshot Information
Name Vi3

Location CYG.SNAP.53

Date Created

Description

Snapshot Contents

File
PRJ.DEV.ASM
PRJ.DEV.CLIST
PRI.DEV.LIB
PRJ.DEV.RES
PRI.DEV.REXX
PRJ.DEV.JCL
PRJ.DATA.A
PRI.DATA.B
PRJ.DATA.C

(SYSPLEXA - A2)

13:52-29/09/2021

V1.3 Snapshot - removed the plugin

ID

BENH

ROBH

CIENKINS
CIENKINS
CJENKINS
CJENKINS
CJENKINS
CJENKINS
CJENKINS

Planned
Vision

Q
Created
21/03/18
21/03/18
21/03/18

21/03/18
21/03/18
21/03/18
21/03/18
21/03/18
21/03/18

Next
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Change Tracker SYSPLEXA - A2 Enterprise Monitored Compare

Libraries Snapshots Manage Snapshots History ZIOS M F
Planned

@ Select Snapshot (O Select Target (O Comparison Results Vision
Snapshot Information
Snapshot Compare
Name Vi3
- flalall  m—
Views ] == Q, pd 5y SYSPLEXA - A2 v Import Snapshot  + Create Snapshot  +
w Location CYG.SNAP.S3 (SYSPLEXA-A2)
Date Created 13:52-29/09/2021
. Alphail (6) . Alpha2(7) . 0.9Beta (20) . 0.9Beta (24) Description V1.3 Snapshot - removed the plugin
Snapshot at Alphal Snapshot at Alpha2 Snapshot of Initial Beta Snapshot of Beta 0.9
Checkpoint Checkpoint release Snapshot Contents Q2@
File ID Created
PRJ.DEV.ASM BENH 21/03/18
PRJ.DEV.CLIST ROBH 21/03/18
Created Mar 01, 2021, at 04:45pm Created Mar 06, 2021, at 05:42pm Created Apr 04, 2021, at 01:17pm Created Apr 22,2021, at 01:44pm PRI.DEV.LIB CIENKINS 21/03/18
PRJ.DEV.RES CIENKINS 21/03/18
PRI.DEV.REXX CJENKINS 21/03/18
PRI.DEV.JCL CIENKINS 21/03/18
PRI.DATA.A CIENKINS 21/03/18
. V1.0(9) : . V1.1(20) : . V1.2(10) : . V1.3(9) : FRODATAS FIETE LT
PRI.DATA.C CIENKINS 21/03/18
V1.0 Snapshot V1.1 Snapshot - plugin V1.2 Snapshot - reworked V1.3 Snapshot - removed
added the plugin the plugin
Created May 27,2021, at 04:13pm Created Jul 05, 2021, at 05:42pm Created Aug 13, 2021, at 09:08pm Created Sep 29, 2021, at 06:13pm
Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only Cancel Ba
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Change Tracker SYSPLEXA - A2 Enterprise Monitored Compare

z/OSMF
Libraries Snapshots Manage Snapshots History P I a n ned <

Vision
. Select Snapshot . Select Target . Comparison Results
. . . Snapshot Information
Comparison Target Options Mapping
. Include Mismatched Members PRJ.DEV -> PROD.V103
. Live System Partial DSN Mapping PRIDATA -> PROD.V103.DATA Set Mapping Name Vi3
. Second Snapshot
Location CYG.SNAP.S3 (SYSPLEXA - A2)
Views E =
Date Created 13:52-29/09/2021
B1 [ |
CR—
_ SYSPLEXA [ | CYGSTC1 Description V1.3 Snapshot - removed the plugin
Snapshot Contents . ..
File ID Created
B2 I PRJ.DEV.ASM BENH 21/03/18
PRJ.DEV.CLIST ROBH 21/03/18
cvestc2 PRJ.DEV.LIB CJIENKINS 21/03/18
— PRJ.DEV.RE
SYSPLEXB I i S CJIENKINS 21/03/18
PRJ.DEV.REXX CJENKINS 21/03/18
PRJ.DEV.JCL CJIENKINS 21/03/18
PRIJ.DATA.A CJIENKINS 21/03/18
B3 [ | PRI.DATA.B CIENKINS 21/03/18
PRJ.DATA.C CJIENKINS 21/03/18
CYGSTCA
= syspLexc |
B4 [ |
CYGSTCB
Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only Next
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= Change Tracker SYSPLEXB - B1 Enterprise Monitored Compare

z/OSMF
Libraries Snapshots Manage Snapshots History P I a n ned <
Vision

. Select Snapshot . Select Target . Comparison Results
Common Members: 14,251 Unpaired Members: 9
Matched Content Changed Content Additions Deletions
Data Sets
Snapshot V1.3 : SYSPLEXB - B2 (Live)
= PRJ.DEV.REXX = PRI.DEV.CLIST = PRJ.DEV.ASM = PRI.DEV.LIB = PRJ.DATA.A
H-H
DSN/Member Result Last Modified inV1.3 Last Modified on B2
MODS in Data sets by Type

[l PRI.DEV.REXX (3) 9

BUILD Changed 10/09/2021 - 10:47 03/04/2021 -16:32 7 l

RESET . Added - 25/09/2021 - 10:47 5 .

FORMAT . Added - 25/09/2021 - 10:47 3 .

[l PRI.DEV.CLIST (2) ; .

EDITMAC @ Deleted 4/09/2021 - 13:22 -

SAVEMAC @ Deleted 16/04/2021 - 14:42 -

Il Pra.DEV.ASM )

Back OK
Il Pri.oEv.LB @)
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Setting up IBM z/0S
Change Tracker:

Workflow examples

Security settings



z/OSMF configuration workflow

Workflows

Workflows » Configure 205 Change Tracker

Configure zOS Change Tracker

» Workflow Details
Workflow Steps

Actions -

Y= No filter applied

State
Filter

= Complete
= Complete

=# Complete

= Complete
[(Owerride)

= Complete
(Owerride)

~* Gomplete

=# Complete
(Owerride)

= Complete
[(Owerride)

= Complete
(Owerride)

= Complete

= Complete

DA E @O OO @ O @ @@ @

= Complete

Total: 20 Selected: o

Refunrn to Workflows

MNo.
Filter

10

1

12

Title
Filter

¥

+

+

+

+

Diiscowvery

(Opiicnal) Security profiles

Allocate required data sets for
configuration
Configure Farameters

(Opiicnal) Set up email notifications

Configure and run CYSIMIT job

Configure CLIST members

Create command members

Prepare the started task

Mowve tailored members to system

libraries

ZMD'S Change Tracker ISPF Interface

m Verify successful installation using

Refrach

CYGIVP job

1 act rafrach- fun 1R N7 G-RR-2A7T AR lnrcal tima FMAan 15 N7 A-BER-2I7 PR AT

CalledWorkflow
Filter

Automated
Filter

Yes

Owner
Filter

travist

travist

travist

travist

travist

travist

Skill Category
Filter

Sysitem Programmer

System Programmer

System Programmer

System Programmer

System Programmer

Motes |

Help

History

Search [] Al step content -2

Assignees
Filter

travist

travist

travist

travist

travist

travist
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z/OSMF configuration workflow

Workflows » Configure z0S Change Tracker

» 5. Set up email notifications

Properties for Workflow Step 5. Set up email notifications

General Details Dependencies
- Step Dependencies
Description:

Satisfied:

B Yes

Step Dependencies:

Actions -

=+ Nofilter applied

State o.
Filter Filter
= Complete 1

=" Complete (Owverride) 1.1
=" Complete 1.2
=¥ Complete 3

=¥ Complete 3.3
= Complete 3.6

Tofal: 6
- Conditional Dependencies

Description:

Motes Ferform Status nput

Title
Filter

—| Discowery i

ey

Automatic Discovery

Confirm volume of SCYGLMK

—| Allocate required data sets for
configuration

Allocate PARMLIE data set

Allocate EMAILDAT and the

ERAANL CRIE data cat

The discovery step must be run to set up the workflow

Satistied:
= Yes

Expression:

(${discovery stepState} == "Complete”) 7 true - Talse

Step Aftribute Values Table

Step Dependencies
Filter

Owner
Filter

travist

travist

travist

travist

Assignees
Filter

travist

travist

travist

travist

- 0O

Help
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z/OSMF Security Configuration Assistant

Security Configuration Assistant

Security Configuration Assistant zDSMF Imported Products ® O ®@

Validate for ID  ctaylor A1 Validate selected [ 1 items selected € Import E Filters ~

P Passed
I Failed
B Unknown
P Manual

[S= TR
Shieminoh kmies

Automated Configurable Manual

> z/0S Change Tracker Automated Configurable Manual
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z/OSMF Security Configuration Assistant

Security Configuration Assistant

Security Configuration Assistant zOSMF Imported Products ® ,_r;.

Validate for ID  ctaylor K] Validate selected [ 1 items selected € Import & Filters w

2.0

138

} g I Fassed

1 ﬁ% I Failed

gﬁg I Unknown

04 I Mvanual

0.2

0
Automated Configurable Manual
~  z/OS Change Tracker Automated Configurable Manual
[}

Automated
Resources for z/05 Change Tracker Access Level Description Class Who needs the access Required Access Validated ID Validation Result Action
CYG.ADMIN Allows the user to perform Administrator tasks in Change Tracker @ FACILITY <User of the Service> READ g CTAYLOR Passed Eu
CYG.AUDIT Allows the user to perform Audit tasks in Change Tracker @ FACILITY < User of the Service> READ |'91 CTAYLOR Passed Eu
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IBM z/OS Change Tracker Roles

« Administrator (FACILITY class profile CYG.ADMIN)

. |dentifies which resources to monitor, with desired attributes (number of versions, if comments must be provided,

)

. Locks data sets from updating
. Can authorize users to edit data set members by checking them out and checking back in after completion
. Control over IBM z/OS Change Tracker configuration
. User
. Users can edit and view data sets, with comments.
. Auditor (FACILITY class profile CYG.AUDIT)

. View access to change information of a monitored resource

Ability to change or view a data set still is ultimately determined by your External Security Manager (for example,
RACF)!
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summary

IBM z/OS Change Tracker
. New z/OS V2.5 priced feature, as of May 13, 2022

. z/OSMF interface is planned

. Types of users: Administrator, User, and Auditor
. Monitoring and protecting
. Administrator can set up monitoring and protecting, lock a data set for check out and check back in.
. Users can update and view data sets (as the External Security Manager permits).
. Auditors can only look at monitor information
. Recovery
. Simple and intuitive comparison, allowing replacement from a version’d monitored resourced
. Audit
. Fast easy interface for seeing what has changed
. Snapshots
. Compare a data set member or large amounts of data on entire volume very quickly

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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Thank you

Marna WALLE

z/0S System Installation and Upgrade
z/0S Development

IBM Poughkeepsie, New York USA

E-Mail mwalle@us.ibm.com
LinkedIn MarnaWalle
Blog Marna’s Musings https://blog.share.org/Article/tag/marnas-musings

Podcast with Martin Packer https://anchor.fm/marna-walle

Chris Taylor

Technical Sales Executive
21st Century Software, Inc.
Wayne, Pennsylvania, USA

E-Mail chris.taylor@21cs.com
LinkedIn ct92201
Twitter @chrtayl
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