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IBM z/OS Change Tracker

As IBM continues to provide a suite of robust tools to help system programmers manage z/OS, IBM has added 
a new priced feature to z/OS V2.5, IBM z/OS Change Tracker. This feature is a comprehensive configuration 
change management tool for tracking, controlling, and managing software changes intended for the z/OS 
systems programmer.

Generally Available May 13, 2022
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The GA of IBM z/OS Change Tracker after the GA of z/OS V2.5 might mean that your z/OS V2.5 ServerPac does not include 
it. If you want to use IBM z/OS Change Tracker and you have not received it with your z/OS V2.5 ServerPac, the easiest 
method is to order a z/OS V2.5 CBPDO, indicating on Shopz that you wish to be entitled to IBM z/OS Change Tracker.   The 
installation of the IBM z/OS Change Tracker FMIDs are straightforward. 

(You can easily check your z/OS V2.5 ServerPac to see if it has been installed by seeing if SMP/E FMID HCYG100 is 
installed.)

Links:  GA Announcement , IBM z/OS Change Tracker Content Solution (including newly added FAQs!)

https://www.ibm.com/downloads/cas/US-ENUS222-015-CA/name/US-ENUS222-015-CA.PDF
https://www.ibm.com/support/z-content-solutions/zos-change-tracker/


Agenda
• Overview of IBM z/OS Change Tracker
• Monitoring and protecting
• Recovery
• Audit
• Snapshots
• Setting up IBM z/OS Change Tracker

Includes planned future deliverables

5
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Compliance and Auditability

• Addresses regulations and 
industry standards such as 
Sarbanes-Oxley, COBIT, ISO 
and ITIL

• Provides regulatory compliance 
by automatically creating 
member backups when 
protected libraries are updated

• Changes at the member level 
are recorded for auditing 
purposes

IBM z/OS Change Tracker
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What challenges is the customer facing?
The Problem

• Customers have no auditable tracking mechanism to know when changes are made to critical z/OS system, ISV 
software or application libraries, putting them at risk for application failures, or in worst case, a system outage.

• System changes can be performed by authorized users, intentionally or not, at any time and may or may not be 
logged.  

Who are the primary stakeholders?
Personas

• z/OS System Programmer – “I need to have a consistent way to monitor who’s making changes to libraries, and 
when, in case we have a problem,  I also need to provide a means for backout for all the products I’m managing” 

• Risk and Compliance  – “I need to provide the auditors with proof that we’re only allowing authorized users to 
change critical libraries in our environments, and that any changes are tracked”

How does the solution solve the problem?
Customer Value

• Real-time, system-wide change tracking and control for systems libraries
• Member-level recovery of real-time changes
• Fingerprinted members provide integrity verification for changes



Why IBM z/OS Change Tracker?
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• To create a more secured z/OS and resilient IT environment 

• To bring an automated process and transparency to system 
software change control and management (z/OS, IMS, Db2, 
CICS and vendors’ software) in SYSPLEX environments  

• To reduce the costs and complexities of meeting auditing and 
compliance requirements by providing a process and a control 
structure

• To improve quality and reliability by quickly ascertaining what 
has changed in software environments, and to reduce system 
or application outages

• To create an environment that promotes software integrity, 
added security, and reliability



Top uses of IBM z/OS Change Tracker
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• Change tracking and control for systems libraries
• Member-level recovery of real-time changes
• On-line documentation of changed members at the time of 

edit/save
• Exclusive member-level ownership, and source library 

management
• Detect system-wide changes for z/OS and USS environments
• Local or remote compare of software environments (z/OS and 

USS) 
• Regularly validate DR software with the production software  
• Rollback capabilities to undo the effect of 

unplanned/undesired changes  
• Provide auditable evidence for compliance



IBM z/OS Change Tracker

z/OS Change Tracker is a change management tool 
for tracking, controlling, and managing changes
in software, intending to enhance the security, 
resiliency, and compliance of z/OS operating 
environments.

Key Features

Automatic, real-time monitoring of change activities
• Limits library changes to select user groups
• Establishes base versions for protected library members 

and automatically generates member versions as users 
introduce changes

Detection and recording of key elements of changes:
• Who made the change?
• What was changed? (Compares multiple environments 

for configuration and/or content changes)
• How was the change made? (With what utility?)
• When was the change made?
• Why was the change made? (Enforces change 

documentation)

Automated member-level backup for protected resources

Member-level recoverability with a view of previous member 
versions and their changes

9



IBM z/OS Change Tracker core functions
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IBM z/OS 
Change Tracker

Protection

Fingerprint/
Tokenization

Recovery

Audit
Control

Resilience

Compare software 
across z/OS 
environments 

Security;
Integrity

Comprehensive software configuration management (SCM) tool for tracking, controlling, and 
managing changes in software  



Fundamental capabilities:
The IBM z/OS Change Tracker Started Task (STC)
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STC 
SYSA

STC 
SYSB

STC 
SYSC

Audit 
REPORT

SYSPLEX

VIEW, COMPARE 
or RECOVER 

Versions

Control/Data 
Files



EnterpriseChange Tracker SYSPLEXB - B1 Monitored Compare

Configuration Protection

SYSPLEXA

SYSPLEXB

SYSPLEXC

Views

A1

CYGSTC1

A2

CYGSTC2

A3

Sysplex LPAR

Graphical

SYS1.PARMLIB(CYGPARMS)
($$SRA1)

CYG.CONTROL A$US01

CYG.DATA A$US01

CYG.ARCHIVE.CONTROL A$US02

CYG.ARCHIVE.DATA A$US02

CYGSTC2
STC29985

A2

CYGSTC1
STC29980

A1
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Multiple Sysplex configurationz/OSMF 
Planned Vision
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Multiple Sysplex configuration
EnterpriseChange Tracker SYSPLEXA - A2 Monitored Compare

Configuration Protection
Views

Graphical

Visualisation Options

Display events for last

System:

Label options: Names

Values

Legends

A2

12h

SYSPLEXA

SYSPLEXB

SYSPLEXC

A1

CYGSTC1

A2

CYGSTC2

A3

Sysplex LPAR

z/OSMF 
Planned Vision
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Protect critical system libraries

• PROTECT your critical system libraries to achieve auditability, version control, and 
exclusive component ownership.

• LOCK=YES or NO                              
• INITIAL=YES or NO

//JOB1
PROTECT=(DSN=SYS1.PARMLIB,

LOCK=YES,
INITIAL=Y,
COPIES=30)

//*
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Fingerprint your software environment 

• The powerful z/OS Change Tracker fingerprint technology establishes “content” reference 
tokens for files

• A token represents the content of a file: PS or DA files, members of a PDS or PDS/E, files 
in USS, or zFS paths

• Tokens are stored in the z/OS Change Tracker Control File, or optionally to an external file 
• Prior to change, snapshot your software environments of any size and configuration to 

establish the reference tokens
• Use the z/OS Change Tracker MODS identification function to automatically identify and 

report on the changed components

//JOB 
PATTERN=DEV.LIBRARY.*
. . .
SHOW=LIST
TOKEN=(LIST)

//*
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z/OS Change Tracker high-level compare 
(local/remote)
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• High-level compare of two libraries, two groups of libraries, two DASD 
volumes, or two groups of DASD volumes (local or remote)
• Missing data sets
• Member-level report: SAME, DIFF, MATCH, MISMATCH and MODS

PDS1 PDS2High-level Compare

DIFFERENCE A
DIFFERENCE B



Monitoring and protecting
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Monitoring and 
protecting

Pain Point

Alice

Mid-level System
Programmer

Alice is responsible for 
running the mainframe 
IT environment, 
including installing, 
configuring, and 
maintaining z/OS 
systems in test and 
production.

• I need to know my A1 and A2 systems in 
Sysplex A are monitoring and protecting 
the same critical resources.  

• I want to see what has changed in two 
collections of data sets, between Sysplex
A and Sysplex B. (Something might have 
deployed incorrectly or become 
corrupted.)

21



Monitoring and 
protecting
24/7 Real-time monitoring
• Automatic backups whenever 

a monitored PDS member is 
changed

• Optional e-mail notification

Protect critical libraries
• Locked members cannot be 

changed without permission 
granted by administrator

Member-level management
• Administrator can 

grant/revoke update access of 
members to specific users

• PDS and PDSE member-level 
management

As an IBM Change Tracker for z/OS administrator:

• I can see, at a glance, that A1 and A2 are in 
sync for monitoring and taking automatic 
backups of my critical configuration data sets.  

• It was easy to see the differences in data set 
collections between two different sysplexes in   
a snap.  

Delight Point

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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Delight Point



IBM z/OS Change Tracker
No data sets protected
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IBM z/OS Change Tracker
Protection added to key data sets
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IBM z/OS Change Tracker
Protecting a resource using ISPF
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IBM z/OS Change Tracker
Protecting a resource using ISPF
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IBM z/OS Change Tracker
Protecting a resource using ISPF
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IBM z/OS Change Tracker
Protecting a resource using ISPF
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IBM z/OS Change Tracker
Protecting a resource using ISPF
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IBM z/OS Change Tracker
Protecting a resource using ISPF
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IBM z/OS Change Tracker
Protecting a resource using ISPF
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Quick view icons for:
• Locked
• Notification
• Initialize a backup version
• Quick mode:  do not save 

PDS member content
• Alert

Quickly see where IBM z/OS 
Change Tracker STC is 
running in this sysplex.

z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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IBM z/OS Change Tracker
Editing a member in a protected data set
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IBM z/OS Change Tracker
Editing a protected member
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IBM z/OS Change Tracker
Editing a protected member
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IBM z/OS Change Tracker
Editing a member in a protected data set
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IBM z/OS Change Tracker
Editing a member in a locked protected data set 
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IBM z/OS Change Tracker
Editing a member in a locked protected data set
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IBM z/OS Change Tracker
Editing a member in a locked protected data set
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IBM z/OS Change Tracker
Editing a member in a locked 
protected data set

• This message also is written to the syslog, if configured 
• STCPRINTOFF in CYGPARMS will stop messages being issued to syslog

43



IBM z/OS Change Tracker
Add members to protected data set
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IBM z/OS Change Tracker
Add members to protected data set
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IBM z/OS Change Tracker
Add members to protected data set
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IBM z/OS Change Tracker
Add members to protected data set

• CTAYLOR.DEV.DEMO.CNTL is the target data set and is not a locked resource.
• Locked resource refers to source data set, in this case.
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IBM z/OS Change Tracker
Delete member from protected data set
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IBM z/OS Change Tracker
Add/delete/rename members in protected data 
set
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IBM z/OS Change Tracker
Batch updates to protected data set
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IBM z/OS Change Tracker
Batch updates to protected data set
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IBM z/OS Change Tracker
Check out process for locked 
protected data sets

• The Check out process allows the Administrator to assign access to a user or group for a protected and 
locked resource.

• This is usually performed on the member level or on a list of members.

• Comments can also be added to explain the reason for the Check out.
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IBM z/OS Change Tracker
Batch updates to protected data set
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z/OSMF Planned 
Vision
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z/OSMF 
Planned 
Vision

z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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IBM z/OS Change Tracker
Accessing checked out members
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IBM z/OS Change Tracker
Accessing checked out members
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IBM z/OS Change Tracker
Accessing checked out members
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IBM z/OS Change Tracker
Accessing checked out members
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IBM z/OS Change Tracker
Accessing checked out members
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision
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z/OSMF 
Planned 
Vision
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Recovery
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Recovery

Pain Point

• That last change that Christina, the 
early-tenure system programmer, did 
was a problem.

• I want to look back one or two versions, 
to see what she did.   

Alice

Mid-level System
Programmer

Alice is responsible for 
running the mainframe 
IT environment, 
including installing, 
configuring, and 
maintaining z/OS 
systems in test and 
production.
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Recovery

Members in monitored data sets 
can be restored to previous 
versions.

Backed up versions can be 
viewed and compared side-by-
side to review changes before 
restoring.

As an IBM Change Tracker for z/OS 
administrator:
• Ah! I see what Christina did, and when it 

happened.  
• I’ll need Zach to help out, so I’ll let him do 

the changes without any interference.   
• Or I could can simply revert back to the level 

I know was correct.

84

Delight Point



IBM z/OS Change Tracker
Backup recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery

91



IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Recovery
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IBM z/OS Change Tracker
Real-life example

• Parmlib subsystem initialization member was being shared between Prod and Test environments.

• Change was made to the initialization for Test, and the Production environment failed to come up.

• A backup copy of the data set and member were eventually found at a remote site location
• This took a number of hours to find.

• IBM z/OS Change Tracker could have restored to the previous version within minutes.
• It can be used for key system components, not just IBM z/OS products.

• ISV products libraries can also be protected.

99
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z/OSMF 
Planned Vision
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z/OSMF 
Planned Vision
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Action icons for:
• Compare
• Recover

z/OSMF 
Planned Vision
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z/OSMF 
Planned Vision



Auditing activities
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Audit

Derek

Compliance 
Evidence Provider

Derek is a security 
engineer. He spends a lot 
of time looking after 
access management

Pain Point

• There are a lot of critical 
configuration data sets for 
z/OS. I need to know who has 
been changing them, how, 
and when.  

Statements regarding IBM future direction and intent are subject to change or withdrawal, and represent goals and objectives only
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Audit
Out-of-the-box audit reports of 
monitored datasets.

List all changes to specified 
library, member, or name pattern

Filtering options:

– Event type (ADD, 
UPDATE, DELETE, 
RENAME, ZAP)

– Date and time range

– Member-level of 
dataset-level

– Specific libraries or all 
protected libraries

As an IBM Change Tracker for z/OS auditor:

• Wow! I can clearly see what critical 
configuration data sets have been 
updated. 

• I know who made the change, how, and 
when, in just one click.  My job is so much 
easier!

113

Delight Point



IBM z/OS Change Tracker
Auditing change activities in protected data sets
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IBM z/OS Change Tracker
Auditing change activities in a protected data set
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IBM z/OS Change Tracker
Auditing change activities in a protected data set
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IBM z/OS Change Tracker
Auditing change activities in a protected data set

117



IBM z/OS Change Tracker
Showing changes in protected data sets (Batch)

118



IBM z/OS Change Tracker
Showing changes in protected data sets (Batch)
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z/OSMF Planned 
Vision
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z/OSMF Planned 
Vision

121



Snapshots
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What are IBM z/OS Change 
Tracker snapshots*?

Snapshots are collections of data sets
– From a single file to an entire DASD 

volume
Each member of each data set in the snapshot is 
fingerprinted when the snapshot is created.

Snapshots can be compared against a live 
system, or against each other.

Very high-speed comparison for large collections 
of data

– Provides information on what, how and 
when modifications have been made

– At the dataset-level and the member-level

123

* “snapshot” is the newer term we are gradually 
moving to, especially in z/OSMF.  You might see 
“fingerprint” or “tokenization” meanwhile.



IBM z/OS Change Tracker
Snapshots/Fingerprinting/Tokenizing data sets
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IBM z/OS Change Tracker
Snapshots/Fingerprinting/Tokenizing data sets
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IBM z/OS Change Tracker
Snapshots/Fingerprinting/Tokenizing data sets
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IBM z/OS Change Tracker
Fingerprinting/Tokenizing data sets
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z/OSMF 
Planned 
Vision
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Alpha1 (6)

Snapshot at Alpha1 
Checkpoint

Created  Mar 01, 2021, at 04:45pm 

Alpha 2( 7)

Snapshot at Alpha2 
Checkpoint

Created Mar 06, 2021, at 05:42pm 

0.9Beta (20) 

Created Apr 04, 2021, at 01:17pm 

Snapshot of Initial Beta 
release 

0.9Beta (24) 

Created Apr 22, 2021, at 01:44pm 

Snapshot of Beta 0.9

V1.0 (9)

V1.0 Snapshot 

Created  May 27, 2021, at 04:13pm 

V1.1 (10)

V1.1 Snapshot  - plugin 
added  

Created Jul 05, 2021, at 05:42pm 

V1.2 (10) 

Created Aug 13, 2021, at 09:08pm 

V1.2 Snapshot  - reworked 
the plugin 

V1.3 (9) 

Created Sep 29, 2021, at 06:13pm 

V1.3 Snapshot  - removed 
the plugin

129
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EnterpriseChange Tracker SYSPLEXA - A2 Monitored Compare

Libraries Snapshots Manage Snapshots History

Select Snapshot Select Target Comparison Results

Back NextCancel

Comparison Target
Live System

Second Snapshot

Mapping
PRJ.DEV      ->    PROD.V103
PRJ.DATA    ->    PROD.V103.DATA

Set OptionsOptions
Include Mismatched Members
Partial DSN Mapping Set Mapping

SYSPLEXA

SYSPLEXB

SYSPLEXC

B1

CYGSTC1

B2

CYGSTC2

B3

CYGSTCA

B4

CYGSTCB

Views

V1.3Name

CYG.SNAP.S3   (SYSPLEXA - A2)Location

13:52 -29/09/2021Date Created

V1.3 Snapshot - removed the pluginDescription

Snapshot Information

Snapshot Contents

CreatedIDFile

21/03/18ROBH

21/03/18CJENKINS

21/03/18CJENKINS

21/03/18CJENKINS

21/03/18CJENKINS

21/03/18CJENKINS

21/03/18CJENKINS

21/03/18CJENKINS

21/03/18BENHPRJ.DEV.ASM

PRJ.DEV.CLIST

PRJ.DEV.LIB

PRJ.DEV.RES

PRJ.DEV.REXX

PRJ.DEV.JCL

PRJ.DATA.A

PRJ.DATA.B

PRJ.DATA.C
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EnterpriseChange Tracker SYSPLEXB - B1 Monitored Compare

Libraries Snapshots Manage Snapshots History

Select Snapshot Select Target Comparison Results

Back OK

Result Last Modified in V1.3DSN/Member

Snapshot V1.3  :  SYSPLEXB - B2 (Live)
Data Sets

PRJ.DEV.REXX (3)

10/09/2021 - 10:47BUILD Changed 03/04/2021 - 16:32

-RESET Added 25/09/2021 - 10:47

-FORMAT Added 25/09/2021 - 10:47

HERCULES.SAMPLE.DATADRVR3 Changed 29/09/2021 - 10:47PRJ.DEV.CLIST (2)

4/09/2021 - 13:22EDITMAC Deleted -   

16/04/2021 - 14:42SAVEMAC Deleted -   

PRJ.DEV.ASM (4)

Last Modified on B2

PRJ.DEV.LIB (2)

14,241

Matched Content

4

Deletions

10

Changed Content

5

Additions

Common Members: 14,251 Unpaired Members: 9
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Setting up IBM z/OS 
Change Tracker:

Workflow examples

Security settings



z/OSMF configuration workflow
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z/OSMF configuration workflow
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z/OSMF Security Configuration Assistant
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z/OSMF Security Configuration Assistant
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IBM z/OS Change Tracker Roles

• Administrator (FACILITY class profile CYG.ADMIN)

• Identifies which resources to monitor, with desired attributes (number of versions, if comments must be provided, 
…)

• Locks data sets from updating

• Can authorize users to edit data set members by checking them out and checking back in after completion

• Control over IBM z/OS Change Tracker configuration

• User

• Users can edit and view data sets, with comments.

• Auditor (FACILITY class profile CYG.AUDIT)

• View access to change information of a monitored resource

Ability to change or view a data set still is ultimately determined by your External Security Manager (for example, 
RACF)!  
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Summary
• IBM z/OS Change Tracker

• New z/OS V2.5 priced feature, as of May 13, 2022

• z/OSMF interface is planned

• Types of users:  Administrator, User, and Auditor

• Monitoring and protecting

• Administrator can set up monitoring and protecting, lock a data set for check out and check back in.

• Users can update and view data sets (as the External Security Manager permits).

• Auditors can only look at monitor information

• Recovery

• Simple and intuitive comparison, allowing replacement from a version’d monitored resourced

• Audit

• Fast easy interface for seeing what has changed

• Snapshots

• Compare a data set member or large amounts of data on entire volume very quickly
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Thank you
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